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Overview of Synappx Cloud Print

The Sharp Synappx Cloud Print solution has been developed as a ‘true’ cloud-based print
management solution. In use the customer only requires an SCP client on the PC they wish to print
from, a Sharp Group 1 or 2 MFP and an internet connection, no other infrastructure such as print
servers or network connection devices are required.

Sharp Services Portal (SSP)
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System Requirements

MFP Device
e A Sharp Group 1 MFP running OSA version 5.5 or above with EAM (AMX3 or BP-AM11) and
(AMX2 or BP-AM10) keys installed
e A Sharp Group 2 MFP with firmware version 230.207 and above
e Internet Connectivity

Client PC
e Processor: 1 gigahertz (GHz) or faster with two or more cores - 64-bit
e Memory: 4 gigabytes (GB) or greater
e Storage: 64 GB or greater available disk space
e Internet connectivity
e Microsoft Windows 10 or Windows 11

Browser/s
e Chrome v117 or above
o Firefox v118 or above
e Edgev 117 or above

For the purpose of this Administrator Manual the various Sharp MFP models have been placed into
two groups, Group 1 & Group 2

Sharp MFP Groups

Group 1 Devices:

MX-2651 MX-3051 MX-3551 MX-4051 MX-5051 MX-6051 MX-3061 MX-3561 MX-4061 MX-3061S
MX-3561S MX-4061S MX-3071 MX-3571 MX-4071 MX-5071 MX-6071 MX-3071S MX-3571S
MX-4071S MX-5071S MX-6071S MX-M2651 MX-M3051 MX-M3551 MX-M4051 MX-M5051
MX-M6051 MX-M3071 MX-M3571 MX-M4071 MX-M5071 MX-M6071 MX-M3071S MX-M3571S
MX-M4071S MX-M5071S MX-M6071S MX-C303W MX-C304W MX-C303WH MX-C304WH
MX-B356 WH MX-B356W MX-B456WH MX-B456W BP30C25 MX-7081 MX-8081 BP30M28 BP30M31
BP30M35 MX-M1056 MX-M1206

BP-50C26 BP-50C31 BP-50C36 BP-50C45 BP-50C55 BP-50C65 BP-55C26 BP-60C31 BP-60C36
BP-60C45 BP-70C31 BP-70C36 BP-70C45 BP-70C55 BP-70C65 BP-90C70 BP-90C80 BP-50M26
BP-50M31 BP-50M36 BP-50M45 BP-50M55 BP-50M65 BP-70M31 BP-70M36 BP-70M45 BP-70M55
BP-70M65 BP-C533WR BP-C533WD BP-C542WD BP-B537WR BP-B547WD BP-70M75 BP-70M90
BP-51C26 BP-51C31 BP-51C36 BP-51C45 BP-51C55 BP-51C65 BP-56C26 BP-61C31 BP-61C36
BP-61C45 BP-71C31 BP-71C36 BP-71C45 BP-71C55 BP-71C65 BP-51M65 BP-71M31 BP-71M36
BP-71M45 BP-71M55 BP-71M65

Group 2 Devices:
MX-C407P MX-C507P MX-C428P MX-C607P MX-C357F MX-C358F MX-C428F MX-C528F MX-C557F
MX-C607F MX-B467F MX-B468F MX-B557P MX-707P MX-B557F MX-B707F



Ports and Firewall — Settings

Bidirectional traffic must be enabled on ports 443 and 57100, if there is a gateway or bridge where
Synappx Cloud Print needs to pass data then these ports need to be open on those as well

The following Synappx domains must be allowed through the customers firewall:
e _cloudprint.synappx.sharp.eu
e .adminportal.synappx.sharp.eu
e .synappx-sharp-eu.eu.authO.com

Access Token Lifetimes — Entra ID

The Synappx Cloud Print PC client was created using OpenID Connect (OIDC) to support single sign-
on (SSO) to your Microsoft Entra tenant. In order to extend the default token life there are options
to extend in Entra-ID

To learn more about access tokens in Microsoft Identity Platform please see: Access tokens in the
Microsoft identity platform

The default lifetime of an access token is variable. When issued, the Microsoft identity platform
assigns a random value ranging between 60-90 minutes (75 minutes on average) as the default
lifetime of an access token. The variation improves service resilience by spreading access token
demand over a time, which prevents hourly spikes in traffic to Microsoft Entra ID.

Adjust the lifetime of an access token to control how often the client application expires the
application session, and how often it requires the user to reauthenticate (either silently or
interactively). To override and increase the default access token lifetime variation, use Configurable
token lifetime (CTL).
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https://learn.microsoft.com/en-us/entra/identity-platform/access-tokens#token-lifetime
https://learn.microsoft.com/en-us/entra/identity-platform/access-tokens#token-lifetime
https://learn.microsoft.com/en-us/entra/identity-platform/configurable-token-lifetimes
https://learn.microsoft.com/en-us/entra/identity-platform/configurable-token-lifetimes

Initial Sign Up and Selecting Provider

Sharp Services Portal (SSP)

Synappx Cloud Print

Google

Workspace

After signing up for Synappx Cloud Print, the assigned administrator will receive an email asking to
choose either Google Workspace or Microsoft 365 as a cloud service provider.

You are ready to use Synappx™!
You selected Microsoft® 365 for user and calendar management.
You can now log in to the Synappx Admin Portal with your Microsoft 365 credentials and start managing your Synappx products.

Login to your account

After the admin chooses a service provider, a second welcome email will arrive in the admin mailbox
with instructions to log in to the Synappx Admin Portal.

Welcome!
Good news!
A Synappx account for TEST QA is now available
You are the administrator of the Synappx Admin Portal for TEST QA .
The Synappx Admin Portal is a central place to manage your Synappx application services.

You can configure settings, manage users/workspaces/devices, monitor usage and more!

To get started, please click select provider to choose Google Workspace™ or Microsoft® 365.
After selection, you will receive another email with further instructions.

For additional help, visit our Support Site or contact your Sharp reseller.

From here they can log in to the Synappx Admin Portal and start adding users and devices.

SYNAPPX"

Note: The assigned administrator for Microsoft 365 or Google
Workspace must have administrator privileges for that service.
For Google Workspace, there may be additional settings
required. Please see Addendum A at the end of the guide

Enter your email address or Cloud Portal
username

‘ hame(@example.com




Custom Identity Provider (IDP) Support

In cases where customers have not migrated to cloud directory services (Microsoft Entra-ID or
Google Workspaces) Synappx Cloud print provides a Custom Identity Provider (IDP) option. Using
this option users can be onboarded and managed within the application.

Since cloud print creates a custom tenant outside of the customers IT environment there are some
limitations:

e Scan to cloud folder (embedded scan) is not available
e Authenticate to MFP using QR code is not available

e Guest Printing is not available

e Mobile application is not compatible

Creation of custom tenants are initiated in License Manager and made available to customers via a
welcome email and sign-up link

SYNAPPX

Welcome!
Good news!
A Synappx account for CustomIDPSwesbc1 is now available.
You are the administrator of the Synappx Admin Portal for CustomIDPSwesbc1.

The Synappx Admin Portal is a central place to manage your Synappx application services.
You can configure settings, manage users/workspaces/devices, monitor usage and more!

After selection, you will receive another email with further instructions.

To get started, please click select provider to choose Google Workspace™ or Microsoft® 365.

For additional help, visit our Support Site or contact your Sharp reseller.




Clicking the ‘select provider’ link in the welcome email provides the option to create a new sign-in
account for Synappx

Select organization sign-in option
Sign-in with:
(O Microsoft 365 account
O Google Workspace account

@ Create a new Sign-in account for Synappx

“ Provider

You selected to create new sign-in account.

“ Cancel Set your password

D% swesbel@outlook.com

Create a password for the first Admin account when prompted — -

Confirm: ©

oK Cancel

Success! We will send you an email with a login
link to Synappx Admin Portal.

A welcome email is received with a link to login to your custom IDP “Admin” account

SYNAPPX

You are ready to use Synappx™!

You selected Custom Account for user management.
If you want to add others as administrators, go through all steps explained in the support site.

Then, log in to the Synappx Admin Portal with your Custom Account credentials and start managing your Synappx products.
Login to your account

For additional help, visit our Support Site or contact your Sharp reseller.

You can now login to the admin portal by clicking the link



After following the link and entering your email address select [Log in with custom account]

SYNAPPX"

Enter your email address or Cloud Port: S Y N A P p xYM

username

‘ swesbc1@outlook.com

Continue with assigned account Authorize App
‘ SYNAPPX ADMIN

swesbc1@outlook.com

Enter your password Hi gkesbcl@outlook.com, Synappx

%  Sign in with Cloud Portal ‘
Admin is requesting access to your

Don't remember your password? synappx-sharp-euqa tenant

g Profile: access to your profile

Log In

On first use please authorise the app and agree to the Terms & Conditions and Privacy Policy

Terms & Conditions of Use - for Synappx™

EFFECTIVE: 11/07/2023 &
The following Synappx™ Terms of Use, as well as the Synappx Privacy Policy incorporated herein by ively, the “Ag nt”), is between Sharp Corporation (“Sharp”) and
Customer. This Agreement governs access to and use of the Synappx, as well as any Services accessible via Synappx. For purposes of this Agreement, the term “Synappx” shall mean
Synappx Go, Synappx Cloud Print, Synappx Admin Portal and related Documentation; the term “Services” shall mean the Synappx Services, Specific Software Services and all related
Documentation which may be proprietary to Sharp and/or third party service providers ("Third Party Service Providers™) and which are accessible via the Synappx Service.

Use of the Services is intended for organizations (“Customer”) and their End User(s). The term “End User(s)" and its variations shall mean anyone accessing services provided by Synappx
Service and may include, but is not limited to, Customer’s employees, representatives, contractors, agents or any other individual using or accessing the Services under a Customer Account
and authorized by the Customer to use the Services. All references to the term “Customer” shall also refer to Customer’s authorized Administrator(s) and any of its End Users, whether
individually or collectively.

The IDP Admin will now be logged into the Admin Portal dashboard

0§ Dastboarg

Dashboard
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The default IDP Tenant name will show as “CustomIDP[Admin name]” as shown below

CustomIDPGkesbcl &

Adding IDP Users

From the [Users & Groups] tab, select the [+] Add User

button

New Users Import Multiple Users
To add a new user, provide their details by entering the first name, last name, and
email address in the required fields.

First Name

Garry

Last Name
Knott

Email
gkesbc2@outlook.com|

Activate Users

User Grouping

Create Group & Map User(s) [ ]

Map User(s) to Group [ ]

Cancel @

Insert user details, email address and actions required.
invitation which will allow them to setup their account

The new user will receive an activation email

If [Activate Users] is selected they will also receive a valid PIN code once the email invitation has

been accepted

In the Admin Portal you can see that an invitation has been sent but not yet accepted via the email

symbol and red inactive user symbol

Garry Knott
0 ry

gkesbc2

= =
= B [

Tenant User H e -




The new user will receive the email invitation asking them to set their password for the account

Dear Garry Knott,

SYNAPPX

We're excited to have you on hoard!

Your account has been successfully created, all that's left is to set your password and you'll be ready to start printing.

Set Your Password

Set your password

Users set password details by clicking the link in the
invitation ID:  gkesbc2@outlook.com

A message will inform the user that a link to the Admin PASSWOI:  weeesnes L 8
Portal has been sent to them

Confirm: prosnses Q

Success! We will send you an email with a login
link to Synappx Admin Portal.

The received welcome email will inform the user of:

e Their personal device PIN login | bear Garry knott,
e Alink to download the PC

Clint App SYNAPPX

e Setup Instructions

e Alink for the Support Site
e Alink for the Admin Portal site Welcome!

Good news!
A Synappx Cloud Print invitation has been sent to you by your Synappx administrator CustomIDPGkesbc1.
Your personal PIN number for authentication on the print device is: 5914.
Now you can:
1. Download Synappx Cloud Print from the Windows Store, or Click Here to go straight to the downloads page.

2. Install and log in using your registered email address.
3. Queue your documents in Synappx Cloud Print and get them ready to go.

Download and install the Synappx Cloud print app from the Microsoft® Store.




Administrators can see when user(s) have accepted the email invitation via the [Users] tab

Garry Knott
O "y Tenant User - ar

gkesbc?moutlook.com

The ticked email icon shows as verified and the green user icon shows as active

There is also an option to “bulk” import users via the [Import Multiple Users] tab and using a .csv file

Add User

New Users mport Multiple Users

Process
1. Export the CSV file of Active users from Microsoft 365 admin center.

2. Edit the CSV to include only necessary users.
3. Return to this screen and upload CSV file.

| Choose file | No file chosen

Activate Users

For more information see page 31 “Import multiple users via a CSV file



Client PC Setup

The Client PC Setup consists of ...

e Enabling Windows Print Logging
e Installing a Sharp Printer Driver
e Installing the Synappx Cloud Print Client Software

Windows Print Logging

So that the Portal correctly logs the number of print pages, Windows Print Logging needs to be
enabled on any PC that will be running the Client software

Enabling Windows Print Logging

On the client PC open a Command Prompt as Administrator

=— Command Prompt

e From the search box type CMD A
pp
e Right click on [Command Prompt] and select Run as administrator
“Run as administrator”

Open file location

Pin to Start

Pin to taskbar

In the command prompt type the following:

wevtutil sl Microsoft-Windows-PrintService/Operational /e:true then press [Enter]

BN Administrator: Command Prompt

5=-Print ational /e:t




The printer driver needs to be a suitable Sharp PCL 6 Driver. These are available from the Global
Sharp website:

https://global.sharp/restricted/products/copier/downloads/select us driver.html

SHARP About Sharp Investor Relations Secial & Environmental Activities Brand
Be Original

Digital MFPs / Printers Products Downloads

Downloads '
Choose your language | English{US) / English v

Driver Downloads e
* Drivers

Search drivers.
+ Software
+ Applications

(1) Select Country/Region | Europe ~ ‘

(2) Select Category | Drivers for Color Models v ‘

(3) Enter Product Name | BP-60C45 ‘

(4) Select Language of Driver/Software | UK English ~ ‘

The Synappx Cloud Print Client software can be downloaded from the Microsoft Store

Search for “Synappx Cloud Print”

5 Microsoft | Store



https://global.sharp/restricted/products/copier/downloads/select_us_driver.html

Print Driver Installation

A suitable Sharp PCL Print Driver must be installed on to the client PC using a downloaded Sharp
driver installer application, (see client PC setup on page 5).

Once installed, give the printer a suitable name, (from [Printer Properties] — [General] tab).

géa SCP Printer Properties

General Sharing Ports  Advanced Colour Management Security  Configuration

== |

Location: | |

Comment:

Model: SHARP BP-70C65 PCLE

Synappx Cloud Print uses a specific port to print from; you must now add this port to the printer
driver. From [Printer Properties] — [Ports] - select Add Port

e SCP Printer Properties

General Sharing FPorts  Advanced Colour Management Securty Corfiguration

-::i,.a SCP Printer

Print to the following pert(s). Documents will print to the first free
checked port.

Port Description Printer
[ LPT: Printer Port

[ LPT2: Printer Port

[ LPT3: Printer Port

[ com1:  Serial Part

[ comz:  Serial Port

[ com3:  Serial Port

] coma  Serial Port v

I Add Port... I Delete Port Configure Port...

Select - Standard TCP/IP Port > New Port

Printer Ports x

Available port types:

Local Port

Standard TCP/IP Port

Mew Port Type.. Cancel




On the “Welcome to the Add Standard TCP/IP Printer Port Wizard,” click [Next]

Set IP Address to 127.0.0.1 — Click Next

Add Standard TCP/IP Printer Port Wizard

Add port
For which device do you want to add a port?

Enter the Printer Mame or IP address, and a port name for the desired device.

Printer Name or IP Address: | 127.0.0.1 |

Port Name: | 127.001] |

< Back Next > Cancel

For the “Detecting TCP/IP Port” you may have to wait up to 30 seconds for it to detect the port

Add Standard TCP/IP Printer Port Wizard

Detecting TCP/IP port
Windows is detecting the TCF/IP port and will move to the next page when finished.

Detecting the TCP/IP port...
Windows will automatically move to the next page when the detection is complete.

=

8

On the “Additional Port Information” select [Custom] then click [Settings]

Add Standard TCP/IP Printer Port Wizard

Additional port infermation required
The device could not be identified.

The device is not found on the network. Make sure that:

. The device is turned on.

. The network is connected.

. The device is properly configured.

. The address on the previous page is correct.

T -

If you think that the address is not correct, click Back to retumn to the previous page. Then correct the
address and perform another search on the network. If you are sure that the address is correct, select
the device type below.

Device Type

o Standard Generic Network Card

@con

< Back Mext = Cancel




Change the [Port Number] to 57100

Configure Standard TCP/IP Port Meniter >

Port Settings

Port Name: | 127.0.0.1 |

Printer Mame or IP Address: | 127.0.0.1 |

Protocol

® Raw OLPR

Raw Settings
Port Mumber: 57100

LPR Settings

LPR Byte Counting Enabled

[ SMMP Status Enabled

public

Conc

Click OK — Next — Finish
Close Settings

No further information is required to be input to the driver as the PC Client will assign the print
jobs to the user who is currently logged in, (to the PC Client)

ﬂ of Job Status

Print

The user who is logged in to the PC Client is used
for easily identifying job owners on the MFP

screen (and in the portal job history pages) b ob Qe ™ sews
v T!:% 0000/0001  Printing

To use the feature [Direct Print], please refer to Addendum B — Direct Print

To use the feature [Guest Printing], please refer to Addendum C — Guest Printing

To use the feature [3™ Party Printing], please refer to Addendum D — 3" Party Printing

All of the above Addendums are at the end of this manual




Installing and Configuring the Synappx Cloud Print Client

The Client software communicates with the Print Driver, the Print Device and Synappx Cloud Print
for authentication and discovery.

The client software will need to be installed on a Windows PC that is on the same local network as
the MFPs. This is for the device discovery, (if admin), and also for printing purposes

Please note: The Client installation will set a Firewall rule to open port 59080

The Synappx Cloud Print Client software is available from the ] Mi ‘ St
. Dl t ore
Microsoft Store | ICros
- [m} X
Install MonitorApp.Packaging? E
Publisher: jon2
. Version: 1.0.2.0
Click Install 2>
Capabilities:
- Uses all system resources
- Access your Internet connection
- a X
Install MonitorApp.Packaging?
Verdon 1050 Lounch uhen ey [ |
Capabilities:

« Uses all system resources
- Access your Internet connection

< The client will automatically install

Installing app package 16%
I

Launch when ready Cancel

4 Synappx Cloud Print

Synappx Cloud Print 0.4.7 - Build 2023/07/11 Sign In

When the Client has installed the Client
screen will be displayed

My Files

Please sign in using your supplied tenant
account



@ Windows Defender Firewall has blocked some features of this
app

Wlndou\l;i Defender Firewal has blocked some features of MonitorApp on all public and private On f| rst Sign in yO u W| I I receiVe a FireWa I I
networks,
= pe= ) message, please allow access so that firewall
= Publisher: MonitorApp . .
Path: C:\program files\windowsapps\bb77a068-4309-4694-a6c0- ru Ies can be im p | eme nted fo r th € Cl e nt

3b0e58813d9d_1.0.2.0_x64_kzhwajdgyafuwmonitorapp

[——
Allow MonitorApp to communicate on these networks:
[ Private netwarks, such as my home or work network

Public networks, such as those in airports and cafés {not recommended
because these networks often have litle or no security)

What are the risks of allowing an app through a firewall?

GAIIow BCCESS Cancel

SYNAPPX"

Login using your username and password login
credentials

Enter your email address or Cloud Portal
username

‘ garry knott@scpgaesbe.onmicrosoft.con

B Microsoft B® Login at Microsoft 365

garry.knott@scpgaesbc.onmicrosoft.com

Enter password

Forgotten my password

Sign in with another account

When logged in you will see the Client main page [My Files] which will be empty.

© synappx Cloud Print — [m] x

Garry Knott
(gary knatt@scpgaesbe.onmicrosoft.com)

Once logged in, click on the [Settings] ynappx Cloud Print 049 - Bui 2023.05-11
tab My Files

Sign Out

File Name Timestamp Action




€ synappx Cloud Print - o x

Select the printer being used for printing to
Synappx Cloud Print

Garry Knott

Synappx Cloud Print 1.6.0 - Build 2025-07-15 (A

Sign Out

Printer SHARP BP-50C31 PCLE
Settings

[ Use third party printers

Click [Restart] to restart the Client

Once restarted, you will need to sign in again by clicking [Sign In], (you will be automatically signed
in). You can check you are successfully signed in by checking the username displayed.

Check that the MonitorApp is running by checking
for its icon in the hidden items menu of the
system tray in the task bar

11:37

& 19°C Partlysunny A~ O 71 dg 0

91072023

At this point you can send a test print from your Print Driver and the print job should be displayed in
the client software by clicking the “My Files” tab

(] Synappx Cloud Print

Garry Knott

Synappx Cloud Print 0.4.9 - Build 2023-09-11 T D T ey s i)

Sign Out

My Files .
s File Name Timestamp

1 TEST PAGE 09/10/2023 11:40:21 X

Note: Setting up Client software, Driver installation with configuration and Print Logging command can
be made via Microsoft Intune. Please contact ESBC Support for further instructions.




The Administrator Portal

The style and layout of the admin and user portals have been designed following the Synappx design
guide.

Note:
Before you can login to the Administrator Portal you must have received a “Welcome” E-Mail in
which you are requested to select your provider, (Google Workspace or Microsoft 365).

After you have made a selection, you will receive a confirmation E-Mail with the link to login to
the Administrator Portal.

To log into the administrator portal, go to the
following url:

SYNAPPX"

https://adminportal.synappx.sharp.eu

Enter your email address

Enter your Admin credentials
name@example.com

On the first login the admin or user will see the [Terms & Conditions of Use] screen
You must click [Agree] to continue, (if you decline you will be logged out)

Terms & Conditions of Use - for synappx~

EFFECTIVE: 11/07/2023 -
The following Synappx™ Terms of Use, as well as the Synappx Privacy Policy incorporated herein by reference (collectively, the "Agreement”), is between Sharp Corporation (“sharp”) and
Customer. This Agreement governs access to and use of the Synappx, as well as any Services accessible via Synappx. For purposes of this Agreement, the term “Synappx” shall mean
Synappx Go, Synappx Cloud Print, Synappx Admin Portal and related Documentation; the term “Services” shall mean the Synappx Services, Specific Software Services and all related

Documentation which may be proprietary to Sharp and/or third party service providers (“Third Party Service Providers”) and which are accessible via the Synappx Service.

Use of the Services is intended for organizations ("Customer”) and their End User(s). The term "End User(s)" and its variations shall mean anyone accessing services provided by Synappx

Service and may include, but is not limited to, Customer’s employees, representatives, , agents or any other individual using or accessing the Services under a Customer Account
and authorized by the Customer to use the Services. All references to the term “Customer” shall also refer to Customer’s authorized Administrator(s) and any of its End Users, whether
individually or collectively.
Prior to any use and before access is granted to the Gustomer, the authorized Administrator(s) for the Customer must agree to this Agreement on behalf of Custemer. By clicking “Agree”, you,
the Administrator, represent and warrant that: 1) you have been designated by the Customer as an "Administrator” and are entitled to all rights and privileges afforded to those in the
Administrator role (more fully described below); 2) you have authority to bind the Customer to this Agreement. If you have not been designated as an Administrator for Customer or do not
have the authority listed above, you may not click "Agree”, and Customer may not use or access the Services. Upon clicking “Agree”, Gustomer shall have the right fo use and access the
Services subject to the terms et out herein.
There may be other specific software services ("Specific Software Services") accessible within or through the Synappx Admin Services that allow Customer to perform certain functions or
use additional services and features; these Specific Software Services are proprietary to Sharp and/or Third Party Service Providers. Customer understands that use and/or access to these
Specific Software Services may require Customer, Administrator(s) and/or End Users to agree to additional terms and conditions applicable to the use of and/or access to the Specific
Software Services (“Additional Terms”). If Customer, Administrator(s) and/or End Users do not agree to such terms or do not have authority to agree to such Additional Terms, those Specific
Software Services may not be used or accessed by Customer, Administrator(s) and/or End Users, as applicable. In the event of any inconsistency between this Agreement and Additional
Terms, the Additional Terms shall control but only for that Specific Software Service.
A. Definitions
In addition to all defined terms set out above, the following definitions apply to this Agreement:

1. Customer Account: Refers to all accounts under or assigned to a Customer. This includes all applicable Administrator Accounts as well as any Services licensed to and information,

data, iated with Customer, Admir ) and its End Users.

2. ini The designated by the Customer to manage the information and data associated with the Customer Account, as well as access to and licenses for
Services on behalf of Customer.

3. Administrator Account: This refers to the administrator's account -




After the Terms & Conditions screen, you will be shown the [Initial Setup] pop-up. This takes you

through all the steps required to setup Synappx Cloud Print if required.

Initial Setup Steps of Synappx Cloud Print

Step 1 Get it from

Download and install the SCP Client here:

M Microsoft

’STep 2 SCP MFP Configuration

Configure your MFPs using this guide:

Step 3

Discover & License your MFPs here:

Step 4 @ Users

mport & Invite your users here:

& o
] 0 |

Step 5

Set up your SCP preferences here

For further information see the on-line guides here: SCP Help

Do you wish to see this guide again? G No

If you do not wish to see this screen each time you login select [No] at the bottom of the screen,

where asked “Do you wish to see this guide again?”

Once logged in, from the Dashboard you are always able to get back to the
[Initial Setup Steps] by clicking the button Setup Guide

Setup guide




The Dashboard

The admin portal home page will now be displayed showing the Synappx Cloud Print Admin
Dashboard with the navigation menu on the left of the screen

oud Primt ~

§5 Dashboard

Dashboard

Users e Devices ﬁ Licenses

Total: 24 Total: 30 Totak: 23
Active: 22 Active: 17 Assigned: 18
inactive: 1 Inactiva: 13 Unassigned: 5

Total Pages Output Total Pages This Month Total Pages Output vs Last Year

—Color Black & While - Color Black & White

rivacy Policy | Terms of Use | Help | Copyright © 7019 §

The logged in user details are displayed in the top right-hand corner of the
screen

I
Clicking on the user details displays the option to [log out] _ © Log Out

The Dashboard screen area displays several “green” values

In the top right-hand area of the screen is information regarding environmental credentials

If you login as “Admin” you will see company information

This month, your company has saved This month, your company is in the top

300 sheets of paper. 48% of Synappx users

50 more than last month

If you log in as a “user” you will see your own personal information

This month, you have saved: This month This month

37 You're in the top: You're in the top:
sheets of paper.

0 #]
37 more than last month 33 1'6 of your company 33 /‘E} of Synappx users



Displayed in the lower left section of the Dashboard is Total Pages Output in Colour and B&W

Logging in as Admin will display the total for the organisation
Logging in as a User will display the totals for that user

Total Pages Output Total Pages Output
BN Color mmmmm Black & White BN Color mEEE Black & White

In the lower right section of the Dashboard is the Total Pages output compared to 1 year ago

For an Admin login this will display the total for the Organisation
For a user login this will display the total for that User

Total Pages QOutput vs Last Year
900

200
T00
GO0
500
400
300
200

100

Nov Dec Jan Feb Mar
I This Year [ Last Year




Across the centre of the Dashboard is information regarding Users, Devices and Licenses

Users @ Devices ﬁ Licenses
Total: 9 Total: 23 Total: 5

Active: 8 Active: 2 Assigned: 2
nactive: 1 Inactive: 21 Unassigned: 3

Users: Displays the total number of Users added to Synappx Cloud Print and how many have been
activated

Users e
Total: 9

Active: 8

Inactive: 1

Devices: Displays the number of Devices discovered on the network and how many have been
activated

Devices E

Total: 23
Active: 2
Inactive: 21

Licenses: Displays the number of licenses you have available in total; how many have been assigned
and how many are unassigned

Licenses
Total: 5
Assigned: 2

Unassigned: 3

Clicking on any of the Icons next to Users, Devices or

Licenses will link to the appropriate area in the Admin e [ |
Portal




Synappx Cloud Print The Menu Bar

On the left-hand side is the menu bar, where
l= Dashboard there.are severaI. options for admlnllstratlve
functions. Selecting one of these will open the
appropriate option window or expand the
selection

Synappx Cloud Print

I8 Dashboard

Selecting the arrow at the bottom of the page will collapse or expand
the menu bar as shown

Some selections expand to reveal “child” sections, such as [System]
which expands to show the log screens and [Settings] which expands
to show further administrative options

At the foot of the Admin Portal are links to Synappx Cloud Print

e  Privacy Policy
e Terms of Use
e Help

Privacy Policy | Terms of Use | Help | Copyright @ 2019 SHARP CORPORATION



Users and Groups

Users

The Users area is where users from your Cloud Tenant can be added to the Synappx Cloud Print
system

You can quickly see your user Status, User Role, Username, Email Address and possible Actions
You are able to add users, remove users, activate/deactivate users, assign & unassign groups, search
for users and filter users

Users 2 Users:29
[+) Activate user(s) Deactivate user(s) Assign Group Unassign Group Filter users c
O  userName User Role Status Actions
Admin1 -
Tenant Admin 2
m] Admin1@esbcl.onmicrosoft.com - s u
admin3 .=
Tenant User -
B omimaesset onmicesoticom 2 Ve
Artur . =
Tenant Admin 2
o artur@esbe1.onmicrosoft.com FI - -] >V |
Auto Test .=
Tenant Admin 2
B otestgeste onmicosoftcom 2 Ve
Claudio Roselli . o=
Tenant Admin 2
o Claudio Roselli@esbe1.onmicrosoft.com - s 1
Deepak Kumar -
Tenant Admin 2
O Deepak Kumar@esbcl.onmicrosoft.com a 7 0
email test .=
Tenant User 2
o email.test@esbc.onmicrosoft.com - s 1
Garry Knott -
Tenant Admin 2
e v m S |
IT Inspection’ -
Tenant Admin 2
o Minspection @esbc.onmicrosoft.com - s 1
Jugal Trivedi -
Tenant Admin 2
O Jugal Trivedi@esbc1 onmicrosoft.com a 7 0

User icons quickly allow you to see if a user is activated or not, if they have a swipe card registered
to the account, delete the card, edit the user or to delete the user

-2 BN/ 0

Adding Users

When you first log in, you will only have the initial logged in Admin user available

From the Users screen click the [+] button, (as you hover the mouse over the button it will display
“Add User”

Synappx Cloud Print

Users

° o ° Activate user(s) Assign Group Unassign Group
2 Users




The options available are to:

e Import users individually from Microsoft

365 or Google Workspace
e Import users by group
e Auto Activate Users
e Import multiple users via a .csv file

Importing Users Individually

Users can be selected by Username or
Email address. When characters are
typed you will be presented with a list of
users from your tenant who match the
typed string

Add User

mport from Microsoft 365 Import Multiple Users

Enter the user's name or email address to search for an user. The dropdown list is
populated from your Microsoft 365.

@® ImportByUser (O Import By Group

Search User Name or Email Address

Activate Users

User Grouping
Create Group & Map User(s) [ ]
Map User(s) to Group [ ]

(® ImportByUser (O ImportBy Group

Search User Name or Email Address
Ben|

Ben Lake | ben.lake@esbc1.onmicrosoft.com

-t ww ey

Clicking [Save] will add that user to your Admin Portal

Note: Newly added users are not yet activated

Importing Users by Group

Users can be [Imported by Group] by
selecting that option

Start typing the group name and existing
groups will be displayed, along with
number of users in that group

(O ImportByUser (@ ImportBy Group

Search Group Name or Email Address
eshc

ESBC Dev (5) | esbedevelopment@esbel.onmicrosoft.com

ESBC Test (1) | ESBCTest@esbc1.onmicrosoft.com

Selecting the particular group and then selecting [Save] will add all users from that group to the

Portal

Note: Newly added users are not yet activated




Auto Activating Users

If enabled, users are automatically activated once imported

If [Generate Pin on User Activation] is

enabled in [Settings], users will automatically

receive a welcome email and PIN number

User Grouping

PIN Login
Enable PIN Login

Generate PIN on User Activation

When new users or groups of users are added to the portal, it is possible via [User Grouping] to:

e Create a new group on the portal & map users to

that group

e Use the imported group name to create a new

group & map users to that group

e Map users to an already existing group on the

portal

User Grouping

Create Group & Map User(s) ®

Map User(s) to Group ®

Create a new group on the portal and add users to that group

e Select [Import by User]

e Asingle user or a group of users is
discovered

e The option [Create Group & Map
User(s)] is selected

e Enter the new group name

e Selected user or group of users will be

added to the new group

(® ImportByUser () Import By Group

Search User Name or Email Address
Bob Benson

User Grouping
Enter Group Mame
Group 1

Create Group & Map User(s)

Map User(s) to Group ®

O

Group 1

Group 1




Use the imported group name to create a new group & map users to that group

Import By U Import By G
e Select [Import by Group] O Import By User @ Import By Group

e Search for and select the required group

Search Group Name or Email Address
ESBC

e Select [Create Group & Map User(s)]

. e ESBC Dev (5) | esbcdevelopment@esbel.onmicrosoft.com
o Use pre-eX|st|ng group name or change the & P o

name ESBC Test (1) | ESBCTest@esbc1.onmicrosoft.com

e Users will be imported into the portal and

added to the new group User Grouping
Enter Group Name

ESBC Dev
Create Group & Map User(s) O @

O ESBC Dev ESEC Dev 5

Map users to an already existing group on the portal

e Select [Import by User] or [Import by Group]
e Select [Map User(s) to Group

e Select existing group

e C(lick [Save] to add users to that group

@® ImportByUser () Import By Group

Search User Name or Email Address
Scott Wells

User Grouping

Create Group & Map User(s) O o
Select Group
Map User(s) 1o Group @ @®  Administration Staff v

Administration Staff m

ESBC Dev




Import Multiple Users via CSV file

By selecting [Import Multiple Users] you can import multiple users from an exported CSV file

Please note that the CSV file must be exported Add User
from aCtiVe users W|th|n the M5365 or GOOgle Import from Microsoft 365 Import Multiple Users
WorkSpace admin centres

Process

1. Export the CSV file of Active users from Microsoft 365 admin center.

The CSV file, once exported, can be edited 2. Edit the CSV to include only necessary users.
. 3 . 3. Return to this screen and upload CSV file.

before importing to the Synappx Cloud Print

Admin Portal | Chaose e |No e chosen

Editing a User

Once imported, a Username can be edited for correction of [Displayed Edit User
Name] and for ease of identification if required

User Name

To do this click on the [Pencil Icon] to the right of the username ,“ Kevin Yig)
and select [Edit]

From the [Edit User] screen type the required username and click [Save]

Please note the user, even with a changed Username will still log in with their normal email
address

Activating Users

Initially the new user status will show as “inactive” via a red user icon
(unless auto activate is selected when adding users)

Claudio Roselli

Claudio_Roselligesbcl .onmicrosoft.com

Select the user and click [Activate user] to activate the user. Active users
can be set to inactive by selecting [Deactivate user] m

Claudio Roselli

For both activating and deactivating users, multiple users can be selected by using the check boxes
to the left of their Username



You may soon have too many users to easily manage. For this reason, there are two additional tools
available in the Users area, the [View] tool and the [Filter Users] tool.

Users

The [View] tool lets you select to display a list of [+

View

Activate user(s) Deactivate user(s) All M

All

e [All] Users e ol
. T ROIE Active users
e [Active Users]
. D Active Tenant Admin Inactive users
e [Inactive Users]
O Active Tenant Admin Garry Knott
O Active Tenant Admin Jose Polo
O Active Tenant User Rob Davis
Users
i Fier vesre The [Filter Users] tool can be used
o Activate user(s) Deactivate user(s) ~ Active users v userd| in conjunction with the [VIEW]
tool to further filter users by

O status User Role User Name 4+ Email

[ Active Tenant User user 4 userd@scpgaeshc.onmicrosoft.com

inputting any part of their
username or email address

At the bottom of the user list is an [Items per Page]
option

This can be setto 5, 10, 25 or 100 to show as many
users as is preferable

The choice you make is remembered for the next time
you return to this screen

10

25

100

ltems Per Page: 1-90f9




Unregistering a Swipe Card

If a user has a swipe card registered against their name, they can remove it from the
[Users] screen. Any user with a card registered will show this icon against their name: E

To unregister the card simply click this icon B‘.

On the top right-hand side of the Users screen you are shown how many
total users you have available in the Admin Portal.

You are also able to refresh the data on the Users screen by clicking the Refresh data

[Refresh] button
&

9 User(s)

Deleting a User

il
Users can be deleted by clicking the [Trash Can] icon .

Successfully deleted selected user(s).

Be warned, there is no confirm step, as soon as the trash can is clicked the user is deleted



Groups

Groups and the Group Admin role allow for more granular and distributed management of users and
easy control of access to devices

Managing Groups
The creation and management of groups is controlled by Admin Portal administrators. They can:

o Create Groups

e Delete Groups

e Edit Groups

e Add/ Move / Remove users from groups
e Assign access to groups for devices

The user role called [Group Admins] gives a user all of the above control, (except device access
control). This is a step above a regular user but without the full administrator capabilities.

Assign a User the Group Admin Role

To assign a user the role of Group Admin go to [Settings] — [Admin Users] Admin Users

Click the [+] button to add a user o
Add Admin
Select the USEI’ Searchby (8 AdminName (O Email
From the dropdown menu select the [Role] of [Group Fob pars
Admin] e .
This user now has the ability to manage Groups 0 Rob Davis Group Admin

Synappx Cloud Print

A user assigned as [Group Admin] now has an additional section, [Users
& Groups], on their Portal menu

The [Group Admin] user can also manage users




Creating a Group

From the Admin Portal, [Users & Groups] —
[Groups], select the + button

Name the group (optional)

Add a description for the group Add group

Sales Staff

Click [Save] to create the group

Group for sales staff

The group is created Groups
o Filter groups
[0 Name 4 Description
O Sales Staff Group for sales staff

To add users to the group click the 3 dots under [Actions] and then
click [Edit]

The Edit Group page is displayed
Edit




From here you are able to add existing users to your group

Edit group

Sales Staff|

Group for sales staff

User Mapping

Select the users that should be allocated to the group

Available Users (0/12) Qearchliace
O nName Group
O Admin1
O Adminz 2>
O amwr g
[0 BobBenson
[  claudio Roselli
NemsPerPage: | 5 = 1-5012 > 3l

Selected Users (0/0) Search User

Htems Per Page: | 5 - 0of0

Cancel @

Adding Users to a Group

To add users to the group, select the users using the
checkbox next to the username, then click the [right

arrow] to add them

Once added, users can be removed from the group
by selecting them and using the [left arrow]

> Garry Knott

D e

Select the users that should be allocated to the group

Available Users (2/12)

Search User

—  Name ¢ Group

[m]

[m]

<]

<]

Deepak Kumar

ESBC1

Garry Knott

Kevin Yip

When happy with your group membership, click the [Save] button to save the users

into that group




Users can also be added to groups via the [Users] page

From the [Users] page, select one or multiple users via the checkbox next to their name, click on
[Assign Group], and select the group from the dropdown list

Assign Group

Select the group you would like to assign to the selected users

Select Group

Administration Staff

Managers

Sales Staff

Then click [Save]

If one or more of the selected users is already in a group, you will receive a warning before
confirming the change

Confirmation

2 of the selected users are already assigned to a group. Are you sure you want to continue?

Cancel o

From the [Users] page you are able to see which users are in which groups

User Role User Name 4+

O Active Tenant Admin Deepak Kumar Sales Staff

Users can also be removed from groups by selecting them via the checkbox and clicking [Unassign
Group]



In this example you can see that three groups are setup

Groups

o e Filter groups

= Name 1 Description # of Members Actions
O Administration Staff Group for admin staff 2 H
O Managers Group for managers 2 :
O Sales Staff Group for sales staff 2 :

Existing groups can easily be edited to add or remove users by clicking the 3 dots under the [Actions]
menu and selecting [Edit]

Note: Please be aware that any user can only ever belong to a single group. If a user already
belongs to a group but is added to a new group, they will be removed from their original group

Deleting a Group

Groups can easily be deleted by selecting the o ° Filter groups
check box next to a group and clicking the [-],
(delete), button

Administration Staff

[ Managers

[ sales Staff




Using Groups to control Device Access

Devices that are activated in your Tenant can be restricted to a certain group, so that only users
from within that group are allowed to use Synappx Cloud Print on that device.

If the device is set to allow access to a particular group and your account does not belong to that
group, you will see this message on the device screen:

Synappx Cloud Print

Error

This Device is Restricted by Group Settings. Please contact your Administrator.

Setting Device Access

From the Admin Portal — [Devices] — select the device that you wish to control access to

Click the [Edit] icon -
Devices

Activate device(s)

Deactivate device(s)

O Dpevice Type IP Address + Status Last Updated Edit "8
BP-B547WD o s 1=
O SPBD OSA 192.168.5.28 Ow fe- 18/07/2025 15:58:04 Pl
From the [Edit Device] screen: Edit Device : BP-BS47WD
Select to enable [Device Access Control] Details Options
5 Device Access Control [
From the [Restrict Access to Group] Restrict Actess o Broup
Enable Device Access Control to restrict user access to this

dropdown menu

Select [Your Group]

specific device.

Accounts -

cance' @

Click [Save] to save the settings

Access to that device is now set for the selected group only




Devices (MFP Search and Registration)

The Devices tab displays all of the print devices on your network that you have successfully imported
into the Admin Portal. From here you are able to apply your licenses to any devices that you will be
using with Synappx Cloud Print

Before searching for devices, ensure that you are running the Windows Client App on a PC on
the same network as your MFPs and are logged in to that as the same admin user that is logged
in to the Admin Portal

On first login you will have no devices available

Devices OBwviceli] O Active Licwsaan] S inncte Lioatads)  § Total Lesrieds

o T

Your license information is displayed here. One activated device = 1 license

0 Device(s) 0 Active License(s) 5 Inactive License(s) 5 Total License(s)

To discover MFPs on the network click [+] (Add Devices

device)
o Activate device(s)

From [Smart Search] Add Device

If you have a single MFP then enter the IP
address of that device

Smart Search Add Manually

To start Smart Search, enter any IP address from the network where the printers are
connected.

If you have multiple devices It is recommended to
enter an IP address that will search the local
network, such as 192.168.5.0

192.168.5.0

To begin searching click [Search]



The smart search will now begin, click
OK and wait up to 3 minutes before

refreshing the devices page using the

[refresh] button

c

The devices List will now be populated

Smart Search

Your MFP search request has been submitted, any newly discovered MFPs will appear

in the device list shortly.

Devices

° Activate device(s)

BP-30C25
BP-30C25

BP-70M31
BP-70M31

BP-B537WR
BP-B537WR
BP-C131PW
BP-C131PW

BP-C131PW
BP-C131PW

O 0o o o o o

BP-C333WR
BP-C533WR

Deactivate device(s)

Type T+ IP Address U Last Updated

0SA 192.168.5.22 O 18/07/2025 10:50:57
0SA 192.168.5.46 O 10/07/2025 10:35:07
0SA 192.168.15.140 Ow 16/07/2025 14:36:45
OTHERS 192.168.15.157 Ow 15/07/202510:18:28
0sSA 192.168.15.150 Ow 16/07/202514:36:47
0sSA 192.168.5.52 O 10/07/202510:35:08

O
g

To Delete a Device

To delete an existing device, click on the 3 dots, (action), to the right of the device, select [Delete]

and confirm

BP-B547WD

BP-B537TWR

MX-C557F

192.168.5.28

162.168.5.29

192.168.5.40

3301383500

3301382500

75649250E18X5

ESBC Disabled E

Disabled Edit

Disabled

Confirmation

Are you sure you want to delete device - BP-B547WD?




To Apply a License to a Device, (Activating the Device)

Once devices have been discovered, they will need to be activated. This action assigns a license to a
device.

Select the device you wish to activate, select the check box next to the device and click [Activate
device] (multiple devices can be selected and activated together).

Note: a green key icon symbolises an [Activated] devices where a red key is for a O
[Deactivated] device

Ow
o Deactivate device(s)
O IP Address
O 253301235 0sA 192.168.5.22 O= 18/07/2025 10:50:57
O E:?Ui?f 0SA 192.168.5.46 Ow 10/07/2025 10:35:07
SE__;E;?..?*’.\:R OSA 192.168.15.140 Ow 16/07/2025 14:36:45

This will activate the device/s and assign a license to that device.

successfully activated selected device(s).

Your license usage will be reflected depending how many MFPs are licensed

16 Device(s) 16 Active License(s) 4 Inactive License(s) 20 Total License(s)

If an MFP is not licensed, you are not able to run Synappx Cloud Print on that device

Error

This device has not been licensed to use Synappx Cloud Print. Please contact your
administrator.




To Deactivate a device, (which will remove the license from that device), select the device by using
the check box to the left of the device, then click [Deactivate Device]

o Activate device(s) Deactivate device(s)

O IP Address
BP-30C25
(I [ 0SA 192.168.5.22 Ow
BP-70M31
i 0SA 192.168.5.46 Ow
BP-B537WR
O eewr 0SA 192.168.15.140 Ow
A message will be displayed confirming the successfully deactivated selected device(s).
deactivation
The device will now show as deactivated
BP-70M31
O 0SA 192.168.5.46 Ow
BP-70M31

You are not able to activate more devices than you have licneses

An error occurred while activating selected device(s). Please try again.




Filtering Devices

When all of your devices are listed, to assist in finding certain devices you can use filtering.

To filter devices use the [Filter Devices] text entry
Filter devices

esbec

Using the [Filter Devices] text entry area will search all devices listed for any string that you enter
which appears in:

e Device
e Type
[ ]
IP Address BP-30C25
e Location (I 0SA 102.168.5.22 Ow

e Device Alias
e MAC Address
e Serial Number

Naviagting Devices

Devices shown per page can be set using the selector in the
bottom right hand side of the Devices screen 9

Any value set here will be remembered when you next visit this
page 25

If the number of devices is greater that the number reuester per
page, you are able to navigate pages with left, right, start and
end icons

25 - 1-170117

Deleting a Device

A device can be removed from the Tenant by clicking on the delete button to the right.

IP Address Last Updated Actions

O E:-aa'utégis 0SA 192 168.5.22 Ow 18/07/202510:50:57

Before deletion a confirmation message is displayed
Confirmation

Device will be deleted. Are you sure?

K




Adding MFPs using ‘Direct Connect’” method (Group 1 devices only)

In addition to discovering MFPs the ‘direct connect’ method can also be used. This is particularly
useful if the administrator’s PC client is not running on the target network.

Navigate to the devices tab and select the ‘+’ button to add a new device:

Synappx Cloud Print -

Devices

a Activate device(s) Deactivate device(s)

SHARP BP-71M36
a

SHARP BP-71M36

BP-C533WD
BP-C533WD

BP-51C26
O BP-51C26

BPA1CRAENIIITC

Select the ‘direct connect’ option:

Add Device

Smart Search Direct Connect Add Manually

To connect your device, copy the URLs below into your device's configuration portal.

MFP Address Application Ul (Standard Application Settings):
https://qa-cloudprint.synappx.sharp.eu/mfp/home.jsp |_.

MFP Address Application Ul (External Accounting Application Settings):
https://ga-cloudprint.synappx.sharp.eu/mfp/login_credentials.jsp?d Token=p2e362485-4dbf-4283-a63b-53a4cd5a1ddb1776775812857 |_.

MFP Address WebService (External Accounting Application Settings):
https://qa-cloudprint.synappx.sharp.eu/mfp/SharpService |_.

Expiration:
21/04/2026 13:50:12

Cancel

Use the ‘copy’ buttons to copy and paste each URL into the MFPs admin settings

Note: the URLs must be copied to the target MFP before the token expiration setting shown



at Document User Control System
Operations Settings
S I Standard Application Registration
Condition Settings
: = ST
) Standard Application CAOENC) T Back to Menu Lis|
Settings

External 9 I
Application Settings Application Name:

Synappx Cloud Print P (Up to 36 characters)
Embedded Application

Settings Address for Application UI:

https:. i h fp (Up to 127 1

20  seconds(1-60)

Polling Setting Timeout:
External Service Connect

/| Extended Platform

Data Size Wide-SVGA v

/| Use Custom Icon

File Name: SCP_Icon.png
(Up to 200 characters)
Notice:

The supported file types:JPEG with file extensions jpeg, jpg, jpe and ifif. GIF with file extensions gif. PNG with file extensions png.

__A Top of Page
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System

Document
Operation: Settings

Sharp OSA Settings

I External A i icati
Condition Settings

Standard Appication

Settings

T Back to Menu List

External Account Control: Enabis ©
External Accounting nable

Application Settings

©

Embedded Application

Settings Server 1 Enable v
Polling Setting v
External Service Connect
Application Name: SCP Prod (Up to 36 characters)
Address for Application UL: 2

https://cloudprint.synappx.sharp.eu/mfp (Up to 127 characters)

Address for Web Service: https://cloudprint.synappx.sharp.eu/mfp (Up to 127 characters)

Timeout: 20 seconds(1-60) 3

/| Extended Platform

Data Size: Wide-SVGA v
Find My Address

Search from LDaP v
Server 2 Disable v

A Top of Page

After entering the External Accounting Application URLs, select [Update] and reboot the MFP.

The MFP will now be visible in the devices section of the Administrator Portal



Jobs

The Jobs tab displays a list of all currently queued jobs submitted to Synappx Cloud Print. There are
tabs to swap between the display of currently queued jobs and a history of processed jobs.

Statistics are also displayed for the logged in user/admin.

Jobs This month, you have saved: This month “This month
8 heeteor You're in the top: You'e in the top:
sheets of paper.
0y 10y
19 more than last month 100% of your company 50% of Synappx users
Queue History
Filter jobs
C
Date/Time 4 User Job Name: Job Location Page Count Colour Mode: Duplex Actions
10/11/20237:54:11 AM Scott Wells SW_4_PAGE_TESTPDF office 4 AUTO ves ]
10/09/2023 10:40:21 AM Garry Knott TEST PAGE office 0 AUTO Yes (]
10/02/2023 11:47:14 AM Scott Wells AAT-INTERACTIVE-CLAIM-FORM.PDF office 0 AUTO ves ]
09/28/2023 8:10:17 AM Jose Polo PRINTTEST.TXT - NOTEPAD Office 1 AUTO Yes i
ltems PerPage: | 100 ~ ‘ 1-40f4

There are a number of administrative actions against jobs available:

e List jobs

e Delete Jobs
e Search jobs
e Job History

Job Queue

The Job Queue displays current jobs that have been submitted but not yet printed. There are seven
columns that can be used to “order” the jobs.

Date/Time 1  User Job Name Job Location Page Count J Colour Mode Duplex Actions

e Date/Time
e User

e Job Name

o Job Location
e Page Count
e Colour Mode
e Duplex

To the right of each job, under “Actions,” is a waste bin icon. Clicking this will delete the
job from the queue, (and will also remove the job from the users Client).




When you delete a Job you are given a
“sustainable” message ‘ Thank you for making sustainable print choices.

Job History

The Job History tab lists all jobs that have passed through the system, including finished, cancelled,
or deleted jobs. All Print, Scan and Copy jobs are included in history.

Date/Time User Job Name Job Location 4 Status

As with the Job Queue, jobs can be ordered by clicking on the appropriate column, which includes

e Date/Time
e User

e Job Name

o Job Location
e Status

Filtering Jobs

On both Job Queue and Job History pages there is an option for filtering jobs. Admins & Users can
filter jobs based on text entry and Start / End dates

Queue History
Once text entry begins, the jobs are
filtered to display only those jobs that Start date e date
match any part of the string entered Filter jobs 17/7/2025 v 24/7/2025

Items Per Page can be set on Job Queue and Job
History pages to show that number of jobs per
page. The setting is remembered on the next 5

ltems Per Page: | 100 1-20f2

page visit.
10

You can switch between multiple pages by using
the left, right, start and end icons next to the
Items Per Page setting 100

25

On both Job Queue and Job History pages you are presented with your current sustainability
credentials.
This applies to any logged in Admin / User

This month
You're in the top:

This month, you have saved: This month

8 You're in the top:
sheets of paper.

-19 more than last month 1 00% of your company 50% of Synappx users




Reports

Reports

Execute Schedule

0 Filter reports

Report Hame + Type

RPTO - Usage Overview Report Predefined
RPTOZ - Usage Per User Report Predefined
RPTOS - Device Uisage Report Prededined
RPTOL - Detatled Job Repont Predefined

e Pir Page

The Reports tab displays a list of available pre-defined, custom, and scheduled reports.
Reports are available in PDF or XLS format and cover a wide range of reporting points.

Pre-Defined reports
There are four pre-defined reports

e Usage Overview

e Usage Per User

e Device Usage

e Detailed Job Report

To run a Pre-Defined Report, select the [Actions] button next to the report

Execute

You are now able to select a [Date Range] for the
report, (default is 10 days), by clicking on the
[Calendar] icon

You can also decide to generate the report in PDF or
Excel (xIsx) format

Execute Report

RPTO1 - Usage Overview Report

Date range
10/1/2023 - 10/10/2023

[=]

Exportformat: @ PDF () Excel(xlsx)

cancel @




The four pre-defined reports will give the following information:

Usage Overview Report:

e Total Job Page Count
e Page Count Mono

e Page Count Colour

e Page Count Single

e Page Count Duplex

e Page Count Print

Usage Per User Report:

e Usernames

e Page Count Output per user
e Page Count Mono per user
e Page Count Colour per user
e Job Count per user

e Page Count Copy

e Page Count Scan

Device Usage Report

e Device Name

e Device IP

e Page Count Output
e Page Count Mono
e Page Count Colour
e Job Count

e Page Count Print

e Page Count Copy

e Page Count Scan

Detailed Job Report

e Job Timestamp

e Job Status

e Department Name
e User Full Name

e Job Type

e Job Filename

e Page Count

e Page Count Mono

e Page Count Colour
e Page Count Single

e Page Count Duplex
e Device Name

e Device IP

When the [Export] button is clicked, the selected
report is downloaded to your [Downloads] folder

Once Downloaded the reports can be opened to view

Synappx Cloud Print

RPTO1 - Usage Overview Report

Page 1 of 1

@

Export Date: 10/11/2023 10:58:48
Report Date: 10/1/2023 to 10/10/2023

~ Today

!@ RPTO1 - Usage Overview Report.xlsx

RPTO1 - Usage Overview Report.pdf

Totals
Job Job Page |JobPage |JobPage |JobPage |JobPage |JobPage |Job Page
Page | Count - Count - Count - Count - Count - Count - Count -
Count | Mono Colour Single Duplex Print G —
Fle Home nsert Draw Pagelayout Formulas
51 36 15 “n
@B ae . d
Pt B I U
Top Users an
a1
m Job Page Count - Output | Job Page Count - Print m
Garry Knott 17 17 0 N

Scott Wells 34 34 0

Data Review View Automate Help

Inset Delete Format

A € [} e F G H
10 Page Count__Jiob Page Count-Mono  Job Page Count-Colour  Job Page Count-Single  Job Page Count-Duplex  JobPage Count-Print  Job Page Count-Copy Job Page Count - Scan
51 36 15 s a2 51 o

| e

o0

il
© o




Creating Custom Reports

Custom Reports can be created where you are able to select any of the currently available
parameters which will then be used to generate a custom report. The output of custom reports, as

with the pre-defined reports, can be in PDF document or Excel format

Reports

Execute Schedule

Filter reports Custom

RPTO1 - Usage Overview Report
RPTOZ - Usage Per User Report
RPTO3 - Device Usage Report

RPTO04 - Detailed Job Report

The custom report requires a report name,

and an existing report selected that it will
duplicate

reports can be created by selecting the + button in Reports

Add Report

New Report Name
Custom Report

Dunlicate existina renort

RPTO1 - Usage Overview Report

RPTO2 - Usage Per User Report

RPTD3 - Device Usage Report

RPTO04 - Detailed Job Report

Add Report
Totals
Dimensions: Tenant
Column ~  Aggregation hd o
Column ‘Aggregation Actions
- = Once a Duplicate existing report has been selected, the
Job Page Count sum [ ]
1o e o v 2 new custom report parts can be edited
Job Page Count - Colour Sum [}
Job Page Count - Single Sum [ ]
Job Page Count - Duplex Sum [ ]
Job Page Count - Print sum [}
Job Page Count - Copy Sum []
Job Page Count - Scan Sum [}
Add Report
Back m
New Report Name
Custom REDU’I
Duplicate existing report
For each section you are able to remove and add all FTOT-Usege Ovenview Report -
available report parameters .
In this example, the parameters are already selected Top Users Limited to top S rows
from the existing report, but each one can be easily Top Departments Himitedto top S rows
Top Devices Limited to top 5 rows

removed by clicking on the “Trash” icon

v €D




To add report parameters click on [Column] to see the list of available parameters, (that are not
already selected)

Totals Totals

Dimensions: Tenant . .
Dimensions: Tenant

calumn
- O -

Department Name

Column ~  Aggregation

User Full Name

User First Name

User Last Name

Device Name

Device IP

Once selected, some parameters have additional requirements under the [Aggregation] column

Totals

Dimensions: Tenant

Column Annrenatinn
Job Page Count - A4 - Sum o
Mean Average
Column ROgIeoans Actions

Each parameter you select for the custom report can be added by using the [Plus] button o
When happy with the custom report, click the [Add] button to add it to existing reports m

The custom report is now available to be Executed, Edited or Deleted by clicking the [Actions] button

Reports

Execute Schedule

Filter reports

- Report Name 4 Type Actions
O Custom Report Custom (Garry Knott) H

O RPTO1 - Usage Overview Report Predefined Execute
O RPTO2 - Usage Per User Report Predefined Edit

O RPTO3 - Device Usage Report Predefined Delete
O RPTO4 - Detailed Job Report Predefined :




When executing the custom report, you are able to select a date range and export format as with

regular reports

Execute Report

Custom Report

Date range
01/05/2023 - 31/07/2023

Export format: @ PDF O Excel(xlsx)

Synappx Cloud Print

Page 1 of 1

Custom Test Report

Export Date: 10/11/2023 14:21:22
Report Date: 10/1/2023 to 10/10/2023

Detailed Jobs

10/05/2023 Jose
09:39:1 Completed ESBC Polo Print
10/10/2023 Jose
08:45:13 Completed ESBC Polo Copy

=8

Job
Job Department Job Device
TlmeStamp m fame @ Type ’Ob s ::g:t MMNM Hame S

*PRINTTEST.txt

- Notepad CR5-27 192.168.5.27

1 1 0 1 0 theName 192.168.5.6




Creating Scheduled Reports

Existing reports can be scheduled to execute at a date & time of your choice. To create a scheduled
report click the [Schedule] button in reports then click the [Plus] button

Reports

Execute Schedule

o

From “Add report schedule” you are able to do the

. Add report schedule
following:

. hedul
e Give the schedule a name zzhzduu‘:'::pem.l

e Select the report to schedule

e Select Export Options (PDF or Excel) Report to schedule

e Select Occurrence Frequency - custom Repert e
(Daily, Weekly or Monthly)

e Select a Start date

e Selectan End Date Export format: - @ POF O Bxcel(xsn

e Add email Recipients Schedule

Export Options

Occurrence: (@) Recurrence

Frequency: (@ Daily (O Weekly () Monthly

Click [Add] to add the schedule Start date
3/8/2023, 09:00:05 -
End date
2/8/2023,15:00:39 -

Recipients

Recipient List

administrator@mytenant.com

- €D

Scheduled reports can be Edited or Deleted by selecting the three dots
at the right-hand side of each schedule

Edit

Delete




Settings

The Settings option displays a list of SCP settings and provides a number of administrative actions for
them. These include:

e Admin Users & securi
ecurity

e Tenant
e Supported Domains

There are two areas of the Settings Page, Login and .
g5 Fage, Lo Settings
Schedule

Login Schedule
Login covers device login settings

Schedule covers Job Retention settings

Security
The Security tab is where Device login and job handling options are managed

From this page you can manage: Security

Login Schedule

e PIN Login settings
e Card LOgin PIN Login

e Two Factor Authentication Enable PIN Login

e Guest Printing Generate PIN on User Activation

PIN Length 4 v

PIN Replacement Replace

Card Login

Enable Card Login ]

Two Factor Authentication

Enable Two Factor Authentication (PIN + Card) [ ]

Guest Printing

Enable Guest Printing »




PIN Login

When pin login is enabled, users are able to login to

i i i PIN Login
the device using a pin number
Enable PIN Login
A PIN can be generated on User Activation Generate FIN on User Activation
PIN length can be set from 4 to 6 numbers PIN Length 4

PIN Replacement can be used by current logged in
user to change their Pin number

PIN Replacement

MPFP Screen with Pin Login Enabled (Note: Mobile login and Login with email always visible, login
with email only displayed on OSA 6 devices and later)

. 04:03 PM
SYNAPPX @ 31/06/2025

1 2 3
Login with Your Mobile Device
- 4 5 6
3FV928
7 8 Q9
® 0 Q
B Login with Email
SHARP

Clicking the [PIN Replacement] button will give the logged in user a choice of up to five different
randomly generated PIN numbers.

If the number shown is not acceptable the [New PIN] button can be used to select another PIN, (up
to five tries)

Clicking [Confirm] will confirm that PIN number for the admin / user



PIN Replacement

5268

Here is your new PIN (5268) and your old PIN will be disabled.
Are you sure to update your PIN?

Generate PIN on User Activation

Selecting to generate a PIN on user activation will trigger the system to email the newly activated
user with a PIN code that they can use for login to their account on the device

Generate PIN on User Activation L ] Good news!

A Synappx Cloud Print invitation has been sent to you by your Synappx administrator Garry Knott.
Now you can:

* Send and retrieve your print jobs Securely
® Use any of your Synappx Cloud Print enabled devices to retrieve your print jobs
* Monitor your print sustainability profile
Download and install the Synappx Cloud print app from the Microsoft Store

This PIN can be used to authenticate to your MFPs:

1098




Card Login

Enabling Card Login will allow users t .
.b g Card ?g 0. € s_ ° Card Login
register and login to the device/s with
swipe cards Enable Card Login .

Maximum Unsuccessful Attempts can be

set from 1 to 10

MFP Screen with Card Login enabled (Note: Mobile login and Login with email always visible, login
with email only displayed on OSA 6 devices and later)

SYNAPPX' @ aioanors

Login with Your Mobile Device Swipe your Card to Login

3FV928

4 Login with Email

SHARP

Two Factor Authentication

Enabling Two Factor Authentication o

will require users to login to the MFP Two Factor Authentication

using their PIN and Card swipe Enable Two Factor Authentication (PIN + Card) w

Any change on the Security page will require the [Update] button to be clicked

to save the changes




Once Two Factor Authentication is enabled, the

2FA Authentication is enabled- Enter your PIN and swipe 1D Card

login screen defaults to PIN code entry and users

will be informed that they need to enter a PIN and
then swipe their ID Card --

N
CEEE]

Guest Printing

Guest printing is described in detail in Addendum C at the end of this guide

Guest Printing

Enable Guest Printing ®

Guest Printing Session Period 7 Days -

Guest Email Account guestprintdev(@esbc1.onmicrosoft.com

Connection Established @ Expire at: 08/03/2025 23:59:59 (Auto Renew Enabled)

Settings — Schedule

Under the Settings — Schedule tab is the setting for Job Retention

Settings

Login Schedule

Delete Jobs older than 30 days

The setting [Delete Jobs Older Than] can be set from 1 to 365 days. Any jobs older that the set
number of days will be automatically deleted. Jobs are deleted at midnight on the qualifying day.

When the setting is changed, the [Update] button must be clicked to save the

Any changes made in the settings — Security pages will affect ALL Devices




Admin Users

Admin user management is managed from [Settings — Admin Users]

From here you are able to add an existing user as an Admin for the
Portal

@ Admin Users

Admin Users

L+

O Admin Users Role Email Address

O Admin Admin Admin1@esbc1.onmicrosoft.com

O Deepak Kumar Admin Deepak. Kumar@esbc1.onmicrosoft.com
O EU Admin Primary Admin philip.chow@esbc1.onmicrosoft.com
O Garry Knott Admin garry.knott@esbc1.onmicrosoft.com

To add an Admin, click the [+] button .
Admin Users

o]

Add Admin
Users can be searched by Username or
Email address Searchby (@ AdminName () Email
Admin Name
Rob Davi

Rob Davis | Rob.Davis@esbc1.onmicrosoft.com

When selected, clicking [Save] will bring up
a confirmation box 5 Add Admin User

Are you sure you want to add: Rob Davis ?

Clicking [OK] will add that user as an Admin

for the Portal m Gancel

Admin added successfully




The selected user will now show in the list of Portal Admins

Admin Users

O Admin Users 4 Email Address

O Artur Admin artur@esbc1.onmicrosoft.com

O Claudio Roselli Admin Claudio.Roselli@esbe1.onmicrosoft.com
O Rob Davis Group Admin Rob.Davis@esbc1.onmicrosoft.com

O philip.chow@esbec1.onmicrosoft.com Primary Admin philip.chow@esbc1.onmicrosoft.com

To remove an Admin from [Admin Users] click the [trash] can button next to the admin name

Remove Admin []
Are you sure you want to remove; Rob Davis ?
Admin Users This can also be achieved by
[+ selecting the admin check box and
O Adminvsers + e then using the [-] button
Jon Breen Admin

The role of [Group Admin] is covered in the section [Groups]



Tenant

The Tenant area of [Settings] currently displays the current saved
Company Tenant

g Tenant

This can be changed and saved, and will then be displayed on all Admin portal screens next to the
logged in User/Admin name

Sharp QAII

Tenant Setting

Tenant Nam
Sharp QAll

(*) Mandatory




Subscriptions

The Subscriptions tab shows licenses and subscriptions for the various Synappx products assigned to
the admins company’s tenant.

There is no functionality other than information display

Synappx Cloud Print

Synappx Cloud Print Device License

Total License(s): 25
Assigned License(s): 7
Unassigned License(s): 18
License(s) in Archive Period: 0

License(s) in Grace Period: 1

Subscriptions

E-1D: 8fc1d16d-a438-44cc-baab-ad25863bfBa7
Reference Source ID: ahdzc87je06kf87qu3lzplas
License(s): 1

Auto-renewal set for 11/1/2023




System

Admin Log

The Admin Log is available so that there is visibility over the actions of all Portal Admins

Admin Log
Start date v Enddate v @
View
Garry Knott - c
Log Date § User Name Service Name Category Action
10/13/2023 11:52 AM Garry Knott Cloud Print Login Login
10/11/2023 416 PM Garry Knott Cloud Print Login Login
10/11/2023 4:11 PM Garry Knott Cloud Print Logout Logout
10/11/2023 4:07 PM Garry Knott Cloud Print Tenant Tenant name changed
10/11/2023 4:07 PM Garry Knott Cloud Print Tenant Tenant name changed
10/11/2023 4:07 PM Garry Knott Cloud Print Login Login
10/11/2023 4:06 PM Garry Knott Cloud Print Logout Logout

The default view shows all recent actions. Each column can be sorted in ascending or descending
order by clicking on the column header.

Admin Log

You are able to select all Admins or filter just a single Admin action
=, Synappx Cloud Print

Currently the Admin actions are logged are:

e Logout View
. All Users -

e Login .

e Add Admin User All Users

e Remove Admin User Garry Knott -

e Export Admin Log Jose Polo

e Change Tenant Name seott wells

Log Date 4 User Name Category

The admin log page displays:

e Date of logged action
e Admin Username

e (Cloud Service Name
e (Category

e Action



The Admin Log can be exported by
selecting a [start date], [end date] and
clicking the [Export] button

You are informed that the download has
started and when it is completed

Start date

10/4/2023

End date

v 10/12/2023

1 file(s) will be downloaded.

Download will start now

It will take 1 minute(s) to complete the download

Please don't leave the page and don't click the export button till the download is complete

The exported file is a zipped .csv file that can be opened with Excel

The csv file gives more information on each action than is displayed on the Admin Log screen

The csv file includes:

e Local Date & Time
e Tenant

e Device Type

e Hostname

e Role

e Detail

e (Category

e |P Address

e Application

e LogDate & Time
e Device Name

e Action

e Username

e UserlD

e App Version

e Service Name

.Lmal date time

8 c D E F
Tenant Device Type Hostname Role
1 08/04/2023, 04:45:14. eshc1-onmic Mozilla/5.0 (Windows NT 10.0; Win64; x64) Tenant Admin
2 08/04/2023, . esbcl-onmic Mozilla/5.0 (Wincows NT 10.0; Win64; x64) Tenant Admin
3 08/04/2023, :02. esbel-onmia Mozilla/5.0 (Windows NT 10.0; Win64; x64) Tenant Admin
4 08/04/2023, 5.0 esbcl-onmic Mozilla/5.0 (Windows NT 10.0; Win64; x64) Tenant Admin
5 08/04/2023, 9.0 esbel-onmic Mozilla/5.0 (Windows NT 10.0; Win64; x64) Tenant Admin
6 08/04/2023, :07.0 esbcl-onmic Mozilla/5.0 (Windows NT 10.0; Win64; x64) Tenant Admin
7 08/04/2023, 2.t esbel-onmic Mozilla/5.0 (Windows NT 10.0; Win64; x64) Tenant Admin
8 08/04/2023, 05:56:31.( esbcl-onmic Mozilla/5.0 (Windows NT 10.0; Win64; x64) Tenant Admin
9 08/04/2023, 3.0 esbel-onmic Mozilla/5.0 (Windows NT 10. 64; x64) Tenant Admin
10 08/04/2023, 6.0 esbcl-onmic Mozilla/5.0 (Windows NT 10. 64; x64) Tenant Admin
11 08/04/2023, 0. esbcl-onmic Mozilla/5.0 (Windows NT 10.0; Win64; x64) Tenant Admin
12 08/04/2023, 3.0 esbcl-onmic Mozilla/5.0 (Windows NT 10. 64; x64) Tenant Admin
13 08/04/2023, 06:00:37.¢ esbcl-onmic Mozilla/5.0 (Windows NT 10.0; Win64; x64) Tenant Admin
14 08/04/2023, 5.0 esbel-onmic Mozilla/5.0 (Windows NT 10.
15 08/04/2023, :16. esbcl-onmic Mozilla/5.0 (Windows NT 10.
16 08/04/2023, 7.0 esbel-onmic Mozilla/5.0 (Windows NT 10.
17 08/04/2023, .{ esbcl-onmic Mozilla/5.0 (Windows NT 10.
18 08/04/202: 1.Cesbel-onmic Mozilla/5.0 (Windows NT 10.

64; x64) Tenant Admin

G
Detail
Login
Login
Login
Login
Login
Login
Login
Login
Login
Login
Login
Login
Login

H
Category
Login
Login
Login
Login
Login
Login
Login
Login
Login
Login
Login
Login
Login

Tenant na Tenant

Tenant na Tenant

Tenant na Tenant

Login
Login

1 J
IPaddress  Application

182.72.144.36:4 Admin Portal
203.197.160.37: Admin Portal
203.197.160.37: Admin Portal
203.197.160.37: Admin Portal
182.72.144.37:2 Admin Portal
203.197.160.37: Admin Portal
202.197.160.37: Admin Portal
182.72.144.37:2 Admin Portal
202.197.160.37: Admin Portal
203.197.160.37: Admin Portal
202.197.160.37: Admin Portal
203.197.160.37: Admin Portal
182.72.144,37:2 Admin Portal
203.197.160.37: Admin Portal
202.197.160.37: Admin Portal
203.197.160.37: Admin Portal
182.72.144.37:2 Admin Portal
182.72.144.37:2 Admin Portal

K
Log Date/Time
2023-08-04T09:15:14+05:30
2023-08-04T09:58:15+05:30
2023-08-04T10:02:02+05:30
2023-08-04T10:23:35+05:30
2023-08-04T10:24:49+05:30
2023-08-04T10:25:07+05:30
2023-08-04T10:25:42+05:30
2023-08-04T10:26:31+05:30
2023-08-04T10:27:43+05:30
2023-08-04T10:28:26+05:30
2023-08-04T10:29:00+05:30
2023-08-04T10:30:13+05:30
2023-08-04T10:20:37+05:30
2023-08-04T10:31:05+05:30
2023-08-04T10:21:16+05:30
2023-08-04T10:31:27+05:30
2023-08-04T10:23:15405:30
2023-08-04T10:35:11+05:30

L

Device name

M
Action
Login
Login
Login
Login
Login
Login
Login
Login
Login
Login
Login
Login
Login

N
User Name
test admin
test admin
test admin
test admin
test admin
test admin
test admin
test admin
test admin
test admin
test admin
test admin
test admin

Tenant nametest admin

Tenant nametest admin

Tenant nametest admin

Login
Login

test admin
test admin

o [ a
UserlD  AppVersion Service name
testadmin@ 4.7-SNAPSHO Cloud Print
testadmin@ 4.7-SNAPSHO Cloud Print
testadmin@ 4.7-SNAPSHO" Cloud Print
testadmin@ 4.7-SNAPSHO Cloud Print
testadmin@ 4.7-SNAPSHO" Cloud Print
testadmin@ 4.7-SNAPSHO Cloud Print
testadmin@ 4.7-SNAPSHO Cloud Print
testadmin@ 4.7-SNAPSHO Cloud Print
testadmin@ 4.7-SNAPSHO Cloud Print
testadmin@ 4.7-SNAPSHO Cloud Print
testadmin@ 4.7-SNAPSHO Cloud Print
testadmin@ 4.7-SNAPSHO Cloud Print
testadmin@ 4.7-SNAPSHO Cloud Print
testadmin@ 4.7-SNAPSHO Go
testadmin@ 4.7-SNAPSHO Cloud Print
testadmin@ 4.7-SNAPSHO Go
testadmin@ 4.7-SNAPSHO Go
testadmin@ 4.7-SNAPSHO Cloud Print




System Log

The System Log will display events related to the system and its components. Generally these events
will be errors, such as a failed login or a list not displayed.

System Log

S Admin Portal Start date ~  End date v The
View
All Users / Agents -

Log Date J User Name / Agent Name Application Category Error

10/11/2023 1:14 PM Rob Davis Admin Portal Login Failed to Login

10/11/2023 11:56 AM admin3 Admin Portal Login Failed to Login

10/11/2023 9:14 AM Rob Davis Admin Portal Login Failed to Login

10/1/2023 8:07 AM test admin Admin Portal Admin Failed to get Admin list

10/1/2023 8:.07 AM test admin Admin Portal Admin Failed to get Admin list

System Log page displays:

e LogDate

e Username / Agent Name
e Application

e (Category

e Error

Each column can be sorted in ascending or descending order by clicking on the column header.

The System Log can be exported by selecting a [start date], [end date] and clicking the [Export]
button

Start date End date

10/4/2023 v 10/12/2023 v m

You are informed that the download has started and when it is completed
The exported file is a zipped .csv file that can be opened with Excel

The csv file gives more information on each action than is displayed on the Admin Log screen



What’s New — Notification

New features and improvements are made available to users and administrators in every new
software release. The what’s new notification in the menu bar immediately notifies of new features
and provides an easy and convenient way to learn more

When new features are available a red dot is visible next to the
What’s New notification.

ESBC QA

Dashboard B — This manth, your company is in the top m
A~ e Nao data available

e Pevices

Total: 30

Total Pages Output Total Pages This Month otal Pages Output vs Last Year

version 415100 Privacy Poicy | Tems otise | Help | Copyrignt ® 2019 SHARP CORPORATION

Clicking the What’s New notification will take users to the Synappx Cloud Print support website
where further information is available.

SYNAPPX SUPPORT CENTRE B2 LanGuAGES

SHARP

SynappxCloud Print  Synappx Collaboration Hub  SynappxGo  SynappxMeeting  SynappxFAQs  Whatsnew () ContactUs
Be Original.

Home

What's New

Discover the features and benefits of each version of Synappx.

Synappx Collaboration Hub Synappx Meeting
« QR code for easy meeting start is now supported. + Start meetings from the Windows application by using the pairing code.
« Kiosk Mode helps simplify and control the meeting experience for users + Control the In-room PC microphone, camera, and volume within the Synappx meeting launcher.
« In-Room PC Security helps secure the meeting in-room PC by providing IT Admins access to + Bug fixes and usability improvements

Windows security settings.




User Portal

Synappx Cloud Print

When a Synappx Cloud Print User logs into the Portal, they are
able to see the following screens:

e Jobs
e Security - Pin Login @ Security
|

The user is able to minimise the menu by using the [Hide] icon . I
>

Jobs

The Jobs page displays a list of currently available queued print jobs

Jobs

There are a number of user actions against jobs available:

e List jobs

e Delete Jobs
e Search jobs
e Job History

Job Queue

The Job Queue displays current jobs that have been submitted but not yet printed. These are:

Date/Time 1  User Job Name Job Location Page Count J Colour Mode Duplex Actions
e Date/Time e Page Count
e User e Colour Mode
e Job Name e Duplex

e Job Location



To the right of each job, under “Actions,” is a waste bin icon. Clicking this will delete the

job from the queue, (and will also remove the job from the users Client). o
When you delete a Job you are given a
“sustainable” message ‘ Thank you for making sustainable print choices.

Job History
The Job History tab lists all jobs that have passed through the system, including finished, cancelled,
or deleted jobs. All Print, Scan and Copy jobs are included in history.

Date/Time User Job Name Job Location + Status

As with the Job Queue, jobs can be ordered by clicking on the appropriate column, which includes

e Date/Time
e User

e Job Name

e Job Location
e Status

Filtering Jobs

On both Job Queue and Job History pages there is an option for filtering jobs

Filter jobs
scott

Once text entry begins, the jobs are
filtered to display only those jobs that

Date/Time User Job Name
match any part of the string entered
10/11/2023 7:54:11 AM Scott Wells SW_4_PAGE_TEST.PDF
10/02/2023 11:47:14 AM Scott Wells AAT-INTERACTIVE-CLAIM-FORM.PDF

Iltems Per Page can be set on Job Queue and Job

. . ltems Per Page: | 100 1-20f2
History pages to show that number of jobs per
page. The setting is remembered on the next 5

page visit.

10
You can switch between multiple pages by using
the left, right, start and end icons next to the

Iltems Per Page setting 100

25




On both Job Queue and Job History pages you are presented with your current “Green” credentials.

This month This month
You're in the top: You're in the top:

This month, you have saved:

8 sheets of paper.

1 00% of your company 50% of Synappx users

-19 more than last month

PIN Login

From [Settings] — [Security] the user is able to change their PIN for PIN login on the MFP

Clicking the [Replace] button will give the logged in user a choice of up to five
different randomly generated PIN numbers.

If the number shown is not acceptable the [New PIN Replacement

PIN] button can be used to select another PIN, (up

to five tries) 0860
Here is your new PIN (0860) and your old PIN will be disabled.
Clicking Confirm will confirm that PIN number for Are you sure to update your PIN?

the admin / user

What’s New

New features and improvements are made available to users and
administrators in every new software release. The what’s new
notification in the menu bar immediately notifies of new features
and provides an easy and convenient way to learn more

Logout

The user can logout by clicking the [Logout] button

® Log Out




Configure MFP settings - Group 1 Device

Note: If the MFP you are setting up does not appear in the [Synappx Cloud Print Portal] — [Devices] list,
you will receive an Error 500 message when trying to connect the MFP to the service

Minimum MFP Requirements:

A Sharp Group 1 MFP running OSA version 5.5 or above
EAM (AMX3) key installed

Input the [IP address] of the MFP into a web browser to navigate to the configuration page of the
MFP. The default Username and password is admin.

Step 1. Security Settings

| User's Manual B | | Driver/Software B | gy Sitemap

SHARP
[ngtion ]
BP-70C31
User Name: Administrator E Logout
Status Address Book Document User Control System
Operations Settings

Home Screen Copy Settings Printer
< r. S
q Image Send mi Document Filing ? Sharp OSA
Settings Settings Settings

g2 Authentication B Common Network
ﬁ L Energy Save

System Control g Image Quality B [Init. Install.
AR i =
BT, BRI

Go to System Settings then Security Settings

Security
Settings

Select SSL/TLS Settings in the left-hand menu bar, change IPP-SSL/TLS setting is set to Enable then
select Submit and Reboot

SHARP
BP-70C21

Systemn

SeTirg
Secunty Settangs SSL/TLS Settings

Password Sefting

Pasaword Podcy
Settings

Password Change
Coneitin SHmgs
Pt Control
Filter Setting

Imbruseony Attack
Detectson

Wirus Sran Setie
s SSUTLS Settings I

[ree—

| setting of ssL/M1S




Step 2. Active Directory Settings

Once Rebooted, Go to System Settings then Network Settings then Active Directory

Ensure that [Domain Name] is blank Domain Name:

Step 3. Standard OSA Settings

Click on the System Settings tab and select Sharp OSA Settings

| User's Manual B | | Driver/Software H | #f Sitemap

SHARP :
BP-70C31 [nghan o | Q

User Name: Administrator

0

Status Address Book Document User Control

System
Operations

settings

Home Screen Copy Settings Printer
< r-'l Settings
. Image Send mt Document Filing ? Sharp OSA
Settings Settings Settings

d t C
g1 Authentication g Common -’ Network
Settings = Settings *  Settings

——
Settings
System Control iy Image Quality & Init. Install.
AR~ i
lﬂ AR ! R

Click Standard Application Settings then Add

Status System
Settings

DN fetiam I Standard Application Settings

Condition Settings

(+]  Standard Application
Settings
application Name
External Accounting —
Application Settings

Embedded Application Oetive Comacion
Settings

Polling Setting Google
Application Portal Settings

External Service Connect




Enter the following information:

(this can be placed anywhere in the list of

e Application name: Synappx Cloud Print
e Address for Application Ul: https://cloudprint.synappx.sharp.eu/mfp/home.jsp

e Check the ‘Extended Platform’ box.
e Ensure Data Size is set to: Wide-SVGA
e (Click Submit

Standard Applications)

Application Name:
Address for Application UI:

Timeout:

&' Extended Platform

Data Size

I Standard Application Registration

SCP Production

https://cloudprint.synappx.sharp.eu/mfp

20 seconds(1-60)

Wide-SVGA v

Step 4. External Accounting Application Settings

Now go to External Accounting Application Settings:

Sharp OSA Settings

Condition Settings

Standard Application
Settings

Receiving Application
Setting

External Accounting
Application Settings

Embedded Application
Settings

Polling Setting

External Service Connect

External Account Control:

I External Accounting Application Settings

Enable v

Server 1

"] Use Embedded Applicatior

Application Name:
Address for Application UIL:
Address for Web Service:

Timeout:

\02\ Extended Platform

Synappx Cloud Print

(Up to 36 characters)
https://cloudprint.synappx.sharp.eu/mfp, (Up to 127 characters)

https://cloudprint.synappx.sharp.eu/mfp, (Up to 127 characters)

20 seconds(1-60)

I Data Size:

Wide-SVGA v I

Enter the following information:

e External Account Control: Enable

e Server 1: Enable

e Application name: Synappx Cloud Print
e Address for Application Ul: https://cloudprint.synappx.sharp.eu/mfp/login_credentials.jsp
Address for Web Service: https://cloudprint.synappx.sharp.eu/mfp/SharpService

e Check the ‘Extended Platform’ box.

e Ensure Data Size is set to “Wide-SVGA”

e Click Submit

e Click Reboot Now - The MFP will now reboot




Step 5. Authentication Settings
Go back into the MFP Admin web pages

Go to System Settings then Authentication Settings

| User's Manual B | | Driver/Software B | g Sitemap

1 | EY
User Name: Administrator

SHARP

| English
BP-70C31

0

Address Book Document

Operations

Status System

Settings

Printer

Home Screen
Settings

(]

Settings

t Copy Settings r'
Document Filing
-l
?

¢ L
- Common f Network
7= getti ngs Settings

Sharp OSA
Settings

Image Send
Settings

Authentication
Settings

Security
Settings

0

\‘ Energy Save

5 Image Quality

Adjustment

[ System Control

& Init. Install
= Settings

Enter the following information:

e User Authentication: Enable
e Authentication Server Settings: SHARP OSA
e [f acard reader is fitted check the ‘Use IC Card for Authentication” box
e Click Submit
e Click OK
| User's Manual Bl | | Driver/Software B | #f Sitemap
SHARP enghen 9|
BP-70C31 X
User Name: Administrator [ EJENEG Add|ng a
Status Address Book Document User Control System
Operations Settings
Authentication Settings I Default Settings
|} Default Settings
Card Reader Settings  Back to Menu List
Condition Settings User Authentication: Enable v
Authentication Server Settings: Sharp 0SA -

Settings for Using Authentication Information:

|| Store User Information |w#| Store Password

Cache Period Unlimited

|+| Enable Personalization when external authentication is
used
|

| Enable Offline Authentication with stored User Information

|%| Cache Authentication Information for External Service Connect

Card Setting:
|w| Use IC Card for Authentication

The MFP will reboot



At this point, the MFP will have rebooted and will display the Synappx Cloud Print QR Code and
menu items on the main screen

- 04:03 PM
SYNAPPX @ 31/06/2025

Login with Your Mobile Device Swipe your Card to Login

3Fv928

4 Login with Email

SHARP

Step 6. Add a Standard OSA Application button to the MFP native screen

For convenience, it is recommended to add an additional button to the MFP native screen that will
assist users in getting back to Synappx Cloud Print

The following pages explain how to do that and also how to add the Synappx Cloud Print icon

ﬂ‘ Home

Synappx Cloud Sharp OSA
Print

Toner
Quantity Total B 5 Job Status
Count

Go back into the MFP admin pages



Select [System Settings] — [Home Screen Settings]

[User's Manual B | [Driver/Software B | af Sitemap

SHARP
1 English v| ‘

BP-70C31
User Name: Administrator

Status Address Book Control System

Operations Settings

Home Screen Copy Settings Printer
< ﬁ SEttingS r-'l SeHingS

Image Send mi Document Filing ? Sharp OSA
Settings Settings > Settings

g1 Authentication B Common ,’ Network
Settings >‘g Settings Settings

ﬂ Security
8 Settings

System Control m  Image Quality & Init. Install.
AR~ i,
- Adjustment = Settings

Select one of the first four entries that is either free or that you would like to use

\_ Energy Save

| User's Manual B | | Driver/Software B | & Sitemap

SHARP
BP-70C31 [nghen | |

User Name: Administrator E Logout

Address Book Document User Control System
Operations Settings
Home Screen Settings -
) Condition Settings (
1 Easy Copy
Icon 2 Easy Scan
Background Image 3 Synappx Cloud Print Q&
4 Sharp 05A
5 Not Set
6 E-mail
7 Print Release
8 Recent Jobs
9 Copy
10 FTP/Desktop




Once you click one of the home screen entries, you will see the [Home Screen Registration Screen]

Scroll down until you see the [Sharp OSA] section

From there, next to [Application], select [Synappx Cloud Print]

SHARP
BP-70C31

Status

Icon

Address Book

Home Screen Settings

[») Condition Settings

Background Image

Document
Operations

Document Filing:

Sharp OSA:

Application Portal:

System:

| User's Manual B | | Driver/Software Bl | ofs Sitemap

| English

vH

System
Settings

Global Address Search "

User Name: Administrator

Find My Address

Mode Key

My Folder

Batch Print

Sharp OSA

Application

Synappx Cloud Print

Application Portal
Job Status

Recent Jobs

Adding the Synappx Cloud Print Icon to the Application

The Synappx Cloud Print icon can be downloaded from the ESBC Jira Software

Downloads site at:

https://sharpesbc.atlassian.net/servicedesk/customer/portal/5/SD-147

The icon file name is “SCP_lcon.png”

To upload to the associated application, connect to the MFP web page and login as [admin]

Go to [System Settings] — [Sharp OSA Settings] — [Standard Application Settings] and select the
Synappx Cloud Print application

From there select to [Use Custom Icon]

Select the icon path by using the [Browse] button

Click [Submit] to apply the icon to the application

File Name:

Select File:

&/ Use Custom Ico

Not Set

C:\fakepath\SCP_Icon.png

(Up to 200 characters)

=)

Synappx Cloud
Print

Sharp OSA



https://sharpesbc.atlassian.net/servicedesk/customer/portal/5/SD-147

SYNAPPX"

Login with Your Mobile Device

3Fv928

4 Login with Email

@ 04:03 PM
31/06/2025

Swipe your Card to Login

SHARP



Configure MFP Settings - Group 2 Device

Minimum Group 2 Device Requirements

e Firmware version 230.207 and above

Note: You will need to have added the Sharp Group 2 device to [Synappx Cloud Print Portal] — [Devices]
list, and assigned a license to it before continuing

Input the [IP address] of the Group 2 Device into a web browser to navigate to the configuration
page of the MFP.

Select Option

Status
Settings
Device From the web page options, select [Apps]
Print
Paper
USB Drive
Network/Ports
Security
Reports
Address Book
Bookmark Setup

Apps
Site Map

From the [Apps] page, select [Install an App]

Apps
Installed Apps

Ingtall an app

Apps
Installed Apps

Use the [Browse] button to browse for the Install an app
supplied .fls file and then click [Install] App file to install:

|synappxscp.fls | Browse
This will install the embedded application -

[Synappx Cloud Print] on to the Group 2 device m

Once installed, the Synappx Cloud Print login screen should be displayed on the MFP panel




Synappx Cloud Print

14 minute(s) and 5 seconds remaining

LBJB-SMFN

Scan QR code to login




Installing the Keyboard Emulation driver for USB Card Readers for

Group 2 Devices

Sharp Group 2 A4 devices can work with most USB card readers that support keyboard emulation mode

once the keyboard emulation driver is installed.

To Install:

Input the [IP address] of the Group 2 Device into a web browser to navigate to the configuration

page of the MFP.

Select Option

Status
Settings

Print

Paper

USB Drive

Network/Ports

Security

Reports
Address Book
Bookmark Setup

Apps

Site Map

Apps

Install an app

Use the [Browse] button to browse for the supplied .fls
file and then click [Install]

This will install the embedded application [Keyboard
Reader] on to the Group 2 device

Device From the web page options, select [Apps]

Installed Apps From the [Apps] page, select [Install an App]

Installed Apps

Install an app

App file to install:

keybdardféa'der—2_4.1T.ﬂs

A supported USB card reader can now be plugged into the Group 2 device USB port and used for

card login

To support Lexmark RFID card reader, you also need to install the OmniKey driver. Please follow the steps above

and install omnikey5427ckdriver-1.2.15.fls.




Using the SCP app on the MFP

The available log in options PIN, Card or two factor can be enabled/disabled in the admin portal
under settings

Once the MFP has been set up to work with Synappx Cloud Print the device will be locked and the
following screen with available login options will be displayed.

. 04:03 PM
SYNAPPX @ 31/06/2025

Login with Your Mobile Device 1 2 3
3Fv928
4 5 6
’ 7 8 Q
Swipe your Card to Login
® 0 Q
4 Login with Email
SHARP

Note: If users have already been activated and received a PIN code, they will be able to login via the
PIN code screen

(Group 1 OSA 6.0 and above devices only)
As a one-time-only requirement, the user will need to either scan the QR code on a mobile phone
app, or login using username and password

QR Code first login: 160 amOR -

Once scanned, the user will be taken to the Microsoft
Authentication page where they will enter their account username
and password.

The Microsoft authentication process will ask for Device
Confirmation (ensure that the code shown matches the one
displayed on the device) i

initi

Confirm




Go through each screen on the mobile device

SYNAPPX"

SINGLE SIGN-ON ENABLED =. Microsoft
Enter your email address or Cloud Portal garry.knott@scpqaesbc.onmicrosoft.com

‘ garry.knott@scpqaesbd.onmicrosoft.com Enter password

== Log in at Microsoft 365 Password

Forgot my password

Sign in with another account

Congratulations, you're all
set!

Your device is now connected.

Once past the “Congratulations” screen you will be logged into the device

SYNAPPX  Welcome, Jane i @

@

Home

Queue ﬁ

| -
.

Scan

Print & Clear Queue Scan Device Home
l:] View Queue (8) >
Maobile
Settings

g So far you have saved 20 sheets of paper! Keep going and unlock
new milestones!

SHARP

Having used the QR code to provide authentication details the user will be able to subsequently log

in to the device using the QR code via the same phone without having to enter the authentication
details again.



Username & Password First Login

Please note this is only available on Group 1 devices running OSA 6.0 and above

Press the [Manual Login Icon] to see the manual login screen

ﬁ = Sharp OSA Admin Login ® _ i Job Status

Synappx Cloud Print

Follow the MFP on screen prompts

A X

u‘ =. Microsoft

garry. knott@scpgaesbe.onmicrosoft. com

AuthO
Enter password

Password

garmy knottitsepgaeshe anmicrosoft.oom Forgot my password

Sign in with anather aceount

LOG IN >

Once successfully logged in, you will see the Device welcome screen



Once logged in, the Synappx Cloud Print home screen will be displayed. Users will be logged out
either when a timeout occurs or another user presents their card, the user can also log out by
selecting the [Logout] button on top of the screen

SYNAPPX Welcome, Jane 31936?302@ e
Home
Queue ﬁ
B ¢ .
SC;F\
Print & Clear Queue Scan Device Home
View Queue (8) >
Mobile
Setli
s ﬂ So far you have saved 20 sheets of paper! Keep going and unlock
new milestones!
SHARP

If the Fast Print and Delete option is selected, then all the user’s queued jobs will be printed and
deleted with no further input required from the user

*Note* When there are no print jobs available, Fast Print & Delete is greyed out

If the Copy option is selected, then the user will be taken into the MFP native device screen

Logout

G) System Info. Job Status

INIES F-mail Address Detail =

Local Drive/

Address Book  Sending History USB

=y 13

A
Auto Set

If Scan is selected, users will be taken to the Embedded Scan function which is described after file
printing in this manual

When finished the user can either log out of the device using the Logout button or
select the Synappx Cloud Print Home button from the MFP front screen, (if the FP is
setup according to “Configure MFP Settings” area of setup) E,,

Synappx Cloud
Print




Selecting the [My Files] button will display a list of your print jobs that are queued for printing

. 04:03 PM
SYNAPPX Queue 31/06/2025 ﬂ

2 sync

@ -

Home — I Name Submitted Finishing Copies

= ( Invoice_April2025.pdf .
\\/] 13 Pages 2 mins ago @ 5 @
Queue
Roadmap_product.xIsx .
o s B0H O] ®
Scan Lease_Agreement.docx N
8 Pages 1 hourago @ 0‘5 9 @ [3 @
D Marketing Proposal.pdf N
Mobile 7 Page 2 days ago @ D @
Team Meeting Notes.docx
by 3 Pages 1 month ago @ Ob @ E @
< >

Settings
1-50f 5
Print (2) Print & Clear (2) Clear (2)

Lease_Agreement.docx

& Pages Thourago Print Jobs with the same name will display with automatically
Marketing Proposal pdf 2 days ago incremented names

7 Page

The various buttons available to the following:

Page navigation buttons, (where you have more than five jobs available)

Select all jobs & unselect all jobs

Print (2)
Will print the selected job/s

Print & Clear (2)
Will print the selected job/s & delete them from the queue

Clear (2)
Will delete the selected job/s from the queue



By clicking on the check marks next to a print job, you can select which jobs will be printed or
deleted when the [Print] buttons are used

| Invoice_April2025.pdf i .
) 13Pages B SRS @ '
| Roadmap_product.xlsx : .
[¥] - aaiie 53 mins ago @ 3 ,ee‘l | @ '

To the right of each print job are three additional job options which are available
@ D ﬁ to allow you to change the job output values. The three values are:

e Duplex
e Black & White
e Staple

You are able to select any, some or all of the values for each print job available

&

Selecting duplex will enable you to print your job double sided instead of single sided
Selecting Black & White will enable you to print your job in B&W instead of colour

Selecting Staple will add a staple to your output, (assuming more than one sheet)

a When you make sustainable choices in your printing process, you are shown a green leaf
£ symbol next to your print job which is also reflected on your home screen:

g So far you have saved 20 sheets of paper! Keep going and unlock
new milestones!

The - & + buttons to the right of each print job allow you to change the
BoH @ E] @ number of copies of that print job are output

When print job/s are selected and sent to print, you will receive confirmation and will need to press

the [OK] button

Printing the selected files.




Embedded Scanning

The embedded scanning feature gives users easy access to the MFPs advanced scanning capabilities
all within the Synappx Cloud Print app

e Embedded scanning Ul provides access to scan to email & scan to cloud folder within the
embedded application

e Options include scan settings and secure scan (password protected PDF)

e This feature is not available for custom IDP users

SYNAPPX" Scan 31?359%0‘32% e

Quick Scan

@

Home
Scan To: m Cloud Folder ﬂ Smith, Jane v
Quetle Settings )
Advanced Settings (0)
Eb' Document Type Brightness
Sc\adn Single-sided Double-sided Auto
[:] Colour Contrast
Mabile m Colour Greyscale Auto
5@3 Save As Remove Blank Pages

Settings
spec [ TIFF on Scan

There are two scan destination types, Scan to Email and Scan to Cloud Folder

Scan to Cloud Folder can be enabled or disabled by an Administrator via the Admin Portal [Security]
— [Scanning] - (this setting affects all devices)

Scanning

Enable Scanning to Cloud Folders [ ]

If disabled ‘scan to cloud folder’ option will be greyed out on the MFP



Scan to Email
Scanning to email will send the scan job to the logged in users email address

The users email address is displayed in the [Email:] area

Scan To: m Cloud Folder 0 Smith, Jane

The email address displayed cannot be modified

Scan to Cloud Folder

Available cloud folder storage locations are displayed based on the users’ permissions to tenant-
wide cloud-based storage services, of which the user is then able to browse the structures

The user can choose an output folder by selecting the [Browse] button

Scan To: Email Cloud Folder Browse Folder... v

Sharp EU

@ OneDrive

i Teams

<o Back SharpEU >

Design Assets

Cancel Feature Specification

Meeting Notes

Product Roadmaps

Release Notes

Scans

Departments

Cancel Select Folder

SYNAPPX' Scan 33«51%231;2% ‘;"

@ smartsean

Home
ScanTo:  Email SharpEl/OneDrive/ScansfJanuary Scans v

Queue

Settings R
Advanced Settings (0)
[u Dacument Type Brightness
Scan Single-sided Double-sided Auto
Colour Contrast

Mobile:

Colour Greyscale Aute

Save As Remove Blank Pages

Settings
JPEG PDF TIFF on Scan




Scan Settings
There are two types of scan settings, Basic and Advanced
Advanced includes ‘password protect’ which provides an additional layer of security:

e A password must be provided for the file

e Only PDF output format is supported (basic scan allows other document types)
Additional scan settings that are available for both Quick Scan and Secure Scan are:

e Document Type

e Rotation

e Resolution

e Colour

e Remove Blank Pages

Settings

Document Type Brightness

Single-sided Double-sided Auto

Colour Contrast

m Colour Greyscale Auto

Save As Remove Blank Pages

JPEG PDF TIFF Off On

Advanced Scan Settings (0) X

Rotation

u 90 degrees

Resolution

200 ﬂ 600 800

Password Protect (PDF Only)




Registering a Card or Generating a PIN Code

To generate a PIN or register a card the user will need to select the Settings icon in the menu bar,
they will then have the option to register a card or generate a new PIN

Note: The user must have logged in via QR Code or Username/Password to be able to register a
card or change the PIN

SYNAPPX Settings 31?3:62:2302% ﬁ

L

Q
1E>
]

[
v

o
@
£
o

Register Card Change PIN

59

o
&
]

=
o
g
5

If they select Register a Card, then a prompt to swipe the card will be displayed

Register Card

Swipe your card to register.




There will be confirmation that the card was successfully registered

Card Registered
Card added successfully.

0K

If Generate a PIN is selected then a new PIN will be displayed with the option to accept it (Confirm),
Cancel the operation, or generate a different one (Refresh PIN)

Change PIN

The following PIN has been generated:
7434

You have 5 attempts before PIN is auto-assigned.

Cancel Refresh PIN Confirm

Users can then Use PIN to log in

PIN Registered

O

The PIN you have registered is:
7434

You can now login with this PIN.

OK

Or if a card reader has been fitted and a card registered, by using their card



When fully configured, users are able to login using:

e (Card Swipe
e PIN Number
e QR Code

e Email (Group 1 OSA 6.0 and above devices only)

B 04:03 PM
SYNAPPX @ 31/06/2025

Login with Your Mobile Device 1 2 3
3FV928

4 5 6

4 7 8 Q9

Swipe your Card to Login

9 Login with Email

SHARP




SYNAPPX"

(@

Home

Queue

| e
na

Scan

U

Mobile

%3

Settings

04:03 PM
Welcome, Jane 31/06/2025

io i 0
Print & Clear Queue Scan Device Home

View Queue (8) >

g So far you have saved 20 sheets of paper! Keep going and unlock
new milestonesl!

SHARP




Troubleshooting

This section is to help with any simple issues that you may come across when Using Synappx Cloud
Print.

Type 2 device not auto logging out after Easy Scan et tans
being made Address Detail =
An updated firmware has been requested and Address Book 8 Scan To USB

should be in place before Synappx Cloud Print v1.6 E

is released '

[

Preview

Color
Start

MFP Showing HTTP Status 500 Error Message

HTTP Status 500 — Internal Server Error

This is displayed if the MFP is attempting to e
connect to Synappx | Cloud Print but is not it

org.apache.jasper.JasperException: An exception occurred processing [/home.jsp] at line [39]

registered in the Portal, [Devices].

361 String requestPrintReleaseAppURL = deviceSession. getURL ShowScreenMFP(*EXTENSIONS',‘justACallback’) + *&subScreen=PRIN TRELEASE"

38: AuthUser authUser = AppData.userMfpLoginiap.get(uuid)
39: String token = authUser.getToken().
40:  String gquid = authUser getGuid()

Please add the device to the portal, activate itand i waedalaiedm:

42: TenantUser user = restClient. getUserInfoltoken, guid);

reboot the device

he jasper.servlet. java: 610)
rg.apache jasper.servlet. java:499)
org.apache jasper.senviet JspServlet senvicelspFile(JspServiet java:379)

rg.apache jasper.senlet.JspServlet java:327)

rvlet http. HetpServlet. i 3)
org.apache tomcat websocket server. Wfilter.doFilter(WsFiter java: 51)

Cannot discover any Devices from the Portal

If you are unable to search for devices from the Admin Portal, this may be because you do not have
a client running on the local network. It is the Client
that runs the search.

‘Synappx Gloud Print

Devices
You must be logged into the Client as the same - el

Admin user as on the Admin Portal to successfully
search for Devices.

Unable to release Print Jobs from MFP

If you can see print jobs listed on the MFP but are unable to release them successfully, you may

need tO Check that |PP‘SSL/TLS |S enabled On Security Settings I SSL/TLS Sel‘tings
our deV|Ce Password Setting :
y Password Policy
Settings
Check from System Settings — Security Settings — e T | setting of ssL/TLs
i Condition Setti Server Port

SSL/TLS Settings ondition Settings e o
Port Control
Filter Setting I IPP-SSL/TLS: Enable ~ I




Addendum A — Settings for Google WorkSpace

When using Google WorkSpace as a Provider it may be necessary to make some changes in settings
to allow the App to be trusted by Google. Generally production apps are trusted but these steps are
included just in case this is not correct for your organisation:

Access the API controls of the Google WorkSpace admin console: https://admin.google.com/ac/owl
Click "MANAGE THIRD-PARTY APP ACCESS"

Click "View list" of Accessed apps

Google services

what kind of third-party apps can request access to
these services. Learn more

View list

Select access settings for Google service APls to control

2 configured apps

Manage the third-party apps and client IDs for which
you've cenfigured access. Learn more

View list

4 accessed apps
View the third-party apps and client IDs that have

accessed Google data through default settings. Incl
apps that you have configured. Learn more

Click the correct App name

Accessed apps Download list

+ Add a filter

D App name Type

D Synappx EU Web

Bulk update list

629070885227-dvhefu... 3

Requested services e Access

Google Workspace Admin, Google sign-in  Configured

Click "Access to Google data" of the app

Click "Trusted" and then "Save"

A Synappx EU

oo

App ID
26385029558-3bcdfnbhefikek1hf36dr

hbwwh1qfk71.apps.googleuserconten
t.com

Users

4

Support

Email: ssp-gep-consent@list.sharp.co.j
p

ol » Synappx EUDev

Showing settings for users in Sharp ESBC

Access to Google data

Status

Lvernaaer

Select what type of access this app has to Google data for

Learn more about app access

®
O

Trusted

App can request access to all Google data

Limited

App can request access to unrestricted Google data
Blocked

App can't request access to any Google data



https://admin.google.com/ac/owl

Addendum B — Direct Print

[Direct Print] refers to the ability to print directly to either Group 1 or Group 2 printers without the
use of the Synappx Cloud Print app. When printing directly, the printers will print the document
automatically after they have received them. The direct print job will not appear in the Synappx
Cloud Print queue on the PC app or in the printers “waiting print jobs queue”.

Any successful direct print jobs will appear in the job history in the admin portal.

Setup
Enable the Printer in Admin Portal

To use direct printing, we first need to ensure that the required printers have direct printing
enabled. This can be done via the Admin Portal.

e Login to the Admin Portal using an account on the same tenant as the printers
e Navigate to ‘Devices’, and select the 3 dots to the right of the selected printer, from there
select [Edit]

Edit

Delete

e |nthe [Edit Device] area, scroll to the bottom where you will see [Allow Direct Printing]
e Toggle this to [On] and then [Save]

Allow direct printing
®

The next step is setting up the print driver correctly to print directly to the printer with user
credentials included.



Configuring the Print Driver for Group 1 Devices

Install the Group 1 device Print Driver
Once the print driver has been installed, go to the print driver properties and select the [Ports] tab

Select [Add Port] and add a [Standard TCP/IP Port] using the Printers IP address as shown

Add Standard TCP/IP Printer Port Wizard

Add port 1y
For which device do you want to add a port?
e

Enter the Printer Name or IP address, and a port name for the desired device,

Printer Mame or |P Address: | 192,168.5.24 |

Port Name: | 192,168.5.28 |

< Back Cancel

Once added, select the port and click [Configure Port]
Ensure it is printing directly to the printer on port 9100

Configure Standard TCP/IP Port Menitor >
Port Settings
Port Name: | AT |
Printer Mame or P Address: | 192,168.5.28 |
Protocol
® Raw (CILPR

Raw Settings
Port Mumber: 9100

LPR Settings

LPR Byte Counting Enabled

[] SNMP Status Enabled

public

Cancel




Now the user authentication needs to be input to the driver
Go to [Printing Preferences] and select the [Job Handling] tab

Printing Preferances

ﬁ Main % Paper Source Finishing Layout Job Handling

e Change [Authentication] to “Login Name”

e In[Login Name] type the users “email address”

e Activate [Username] and insert the users name (this is not required unless you want to see
who is printing at the MFP)

Authentication: Login Name:

|i| Login Name |garry.kn|:tt @esbe 1 onmicrosoft.com| |
[+] User Mame [1Jeb Mame
|GanyHnUH |

[] Aute Job Contral Review

Now any print jobs sent via that print driver to the device will print out directly

" 04:03 PM
SYNAPPX @ 31/06/2025

Login with Your Mobile Device 1 2 3
3FV928
4 5 6
> 7 8 Q
Swipe your Card to Login
® 0 &

4 Login with Email

SHARP




Configuring the Print Driver for Group 2 Devices

A separate driver will need to be installed for a group 2 printer. This can be downloaded here:
https://global.sharp/restricted/print/select os.html?view=2&lang=3&pid=413&region=8

On the page, confirm the correct operating system is shown and select ‘Next’

Select and install the ‘Generic Installation Package’

Driver / SoftWare Downloads
gion:  Europe Langusge of Driver/SoftWare: UK English

Product name Mx-BTOTP Operating System:  Windows® 11

| Printer Driver

| utility Software

v Generic Inctallation Packare

1 this saltwane: the Tollowing installation packages are provided:
o [ PCLECX ] 1
Yotumentation mpliance far Dpen Source Component

| Common Printer Driver

v SHARPUDI [WHOL]

Run the installer and select the ‘Install Now’ option

[ Printer Software R10.30 (v10.30.0.0) X

Select an Installation Type

Install Now Extract Package

Description:

Launches the installer to complete installation of the drivers and/or applications presentin =~ &
the installation package.

v

Accept the license agreement and select ‘Next’


https://global.sharp/restricted/print/select_os.html?view=2&lang=3&pid=413&region=8

Ensure the Group 2 printer is turned on and the installer should find it

Select the printer from the list and ensure the ‘Print Driver Type’ is ‘PostScript 3 Emulation’

Printer Software R10.30 Installer

Select Printer and Driver
Printer

© Connect through a port discovered on your computer

Model Name = IP Address © HostName © Scanner © Printer © MAC Addres|
SHARP MX-C357F  192.168.1.28 ET0021B7C7... Yes Color 002187C7DH

e

My printer is not listed... Advanced

(”) Connect with a USB cable

Print Driver Type

PostScript 3 Emulation

(2] / Cancel

Select ‘Next’ and the installation should complete OK, (do not install additional software if
prompted)

Locate the newly installed driver and navigate to ‘Printer properties’

Select ‘Change properties’ and navigate to ‘Ports’ then locate the port matching the printer IP
address

é SHARP MX-C357F PostScript 3 Emulation Properties

General Sharing Ports Colour Secuiity C

Select ‘Configure Port’ and ensure the port number is
9100, then click ‘OK’

—
== SHARP MX-C357F PostScript 3 Emulation

Print to the following port(s). Documents will print to the first free

checked port.
Port Description Printer
O comz: Serial Port
O comz: Serial Port
Config andard TCP/IP Port Monito! X ] coma: Serial Port
Port Settings O FALE Print to File
[J127.001 Standard TCP/IP Port

(] 192.168.1.29  Standard TCP/IP Port  SHARPCLOUD

Port Name: 192.168.1.28
| 192.168.1.28 Standard TCP/IP Port  SHARP MX-C357F PDstSUI

Printer Name or IP Address: 192.168.1.28 S —
Protocol =
Add Port... Delete Port Configure Port...
ORaw OLR
Enable bidirectional support
Raw Settings . .
Port Number: 9100 [[J Enable printer pooling
LPR Settings
Queue Name:

LPR Byte Counting Enabled

() SNMP Status Enabled

Community Name: public

SNMP Device Index: 1

oK Cancel




Navigate to the ‘Job Accounting’ tab

Tick ‘Enable Job Accounting’

Ensure ‘Enable job accounting settings in preferences’ is selected

General Sharing Ports Advanced ColourManagement Security Configuration PostScriptEmulation Fax Job Accounting  Encryption About

8 10b Accounting Enabled

°Enah\e job accounting settings in preferences

': ) Prompt for job accounting settings at print time

Keep history for last 5 entries
() Always use these job accounting settings

Job Accounting Settings

Use logged-in user name

SubjectZero

Click ‘Apply’ and ‘OK’ then close ‘Printer properties’

Navigate to ‘Printing preferences’ - Select ‘Other Options’ - Select ‘Edit Job Accounting’

.y

Layout Paper/Finishing Quality Fax  Watermark Print and Hold Other Options ~—

TrueType Fonts {
Print as: Edit Job Accounting...
Adobe Type 1 Fonts ~

Image Compression

Method : [Settings summary]

Lossless v Printer model:

SHARP MX-C357F
Metafile spooling: Cop\eii
Faper size:

A4 (210 x 297 mm)
Paper type:

Use printer settings

Automatic i

PostScript Emulation
Optimize output format:

Speed

Language level:

3 e

C] Print error information

C] Generate PostScript emulation in drive

Encryption option

[J30b encryption

OK

Cancel

Faper source/tray:
Automatically Select
Nialites

Frint Settings

Load settings:

(Mone) Y

Save...

Manage Settings...

Help




Select ‘Do not prompt at print time. Use the following job
accounting settings’

Untick ‘Use logged-in user name’

In ‘Username/ID’, input the email address of the user who
is logged into Windows

In ‘Account Code’, type ‘test-account-1’

In ‘Account Department’, type ‘test-department-1’

(") Keep histary for last 5 entries
':' Prompt for account information at print time
© Do not prompt at print time. Use the following job accounting settings

Job Accounting Settings
() use logged-in user name

User Name/ID:

thomas.dowding@zoonou.com e

Account Code:

test-account-1 ~

Department Code:

test-department-1 ~

Cancel Help

Click ‘OK’ and then click ‘Apply’ and then ‘OK’ to close out of printing preferences

Print a document to the newly setup driver

So long as direct printing is enabled, it will print to the Luna printer




Addendum C — Guest Printing

Introduction

Guest printing which is available from Synappx Cloud Print v1.5 to allows guests visiting a business to
be able to print to a Synappx Cloud Print controlled MFP without having an account on the tenant.

Upon request guests can upload print files and are given a unique PIN code which allows them to
retrieve their print jobs from the Synappx Cloud Print enabled MFP.

Please see the notes on Guest Print Security Information at the end of this section

Pre-Requisite

For Guest Printing to work correctly on a Type 1 device it will need to have the Office Direct Print
Expansion Kit installed (MX-PU10) and the PS3 Expansion Kit (MX-PK13)

To Activate Guest Printing
Step 1: Create an email for guests to contact for access

A dedicated email account on the customers tenant is required so that guests can request access by
emailing that address. This email address is connected to Synappx Cloud Print via the Admin Portal.

In this example the tenant is esbcl.onmicrosoft.com, and the email account that has been created is
guestprintqga, so the email address for requesting access to Guest Printing is
guestprintqa@esbcl.onmicrosoft.com

Here is the account on the Entra ID portal

|:| @ Guest Printing QA guestprintga@esbcl.onmicrosoft.com [



mailto:guestprintqa@esbc1.onmicrosoft.com

Step 2: Enable and setup Guest Printing on the Admin Portal
Login to Synappx Cloud Print Admin Portal as Admin
Go to [Settings] — [Security] — Guest Printing

By default Guest Printing will be disabled

Guest Printing

Enable Guest Printing

Click the slider to the right to enable

You will be prompted to grant permission as a Microsoft Global Admin and required to input your

admin credentials then asked to accept permissions.

Need Admin Approval

If you are a Global Admin, select Grant Permission to proceed.

Grant Permission Not Now

The following features require Microsoft Global Admin to grant permission:

+ Allow Synappx Cloud Print to access specific email for Guest Printing user creation.

BT Microsoft

Pick an account

Garry Knott
E garry knott@esbcl.onmicrosoft.com

Signed in

—I— Use another account

B= Microsoft

garry.knott@esbcl.onmicrosoft.com

Permissions requested

Rewview for your organisation

SCP Guest Print QA

This application is not published by Microsoft or
your organisation.

This app would like to:
~ Read mail in all mailboxes

~v Sign in and read user profile

If you accept, this app will get access to the specified resources for
all users in your organisation. Mo one else will be prompted to
review these permissions.

Accepting these permissions means that you allow this app to use
your data as specified in their terms of service and privacy
statement. The publisher has not provided links to their terms
for you to review. You can change these permissions at
https://myapps.microsoft.com. Show details

Does this app look suspicious? Report it here

Please also refer to documentation from Microsoft:

Limiting application permissions to specific Exchange Online Mailboxes

https://learn.microsoft.com/en-us/graph/auth-limit-mailbox-access

First, set the guest printing Session Period. The Session Period applies to all tenant guests, once the
period has expired, they will no longer have access, and their files will be automatically deleted.



https://learn.microsoft.com/en-us/graph/auth-limit-mailbox-access

Next, enter the email address of the dedicated email setup to allow Guest Printing

Guest Printing

Enable Guest Printing ®

Guest Printing Session Period 7 Days -

Guest Email Account @

Disconnected [ ]

Populate Guest Email Account with the dedicated email created earlier

Guest Printing

Enable Guest Printing ®

Guest Printing Session Period 7 Days -

Guest Email Account guestprintga@esbc1.onmicrosoft.com

Disconnected [ ]

Then click [Connect]

If the email address is valid, the connection will be successful and [Connection Established] will be
displayed — this may take a short while

Guest Printing

Enable Guest Printing ®

Guest Printing Session Period 7 Days -

Guest Email Account guestprintga@esbc1.onmicrosoft.com

Connection Established @ Expire at: 01/03/2025 23:59:59 (Auto Renew Enabled)




For Guests to Print
Step 1: Request Access
Guests who want to have access to printing must send an email with the following conditions:

e Email recipient is the dedicated email listed in Guest Print settings
e Email Subject must be “Guest Print Request”
e Email Body text is Host Email: [any valid customer tenant email]

Example:

To (® Guest Printing QA

Cc

Guest Print Reguest

Host Email: garry.knott@esbc1.onmicrosoft.com

The email contains a unique link to upload documents for printing, details of session expiry and a PIN
to release the prints on site. If the email is not correctly formatted, it will be rejected by the system
and the guest will not receive a reply.

Dear Garry Knott,

SYNAPPX

Welcome!

You have been given guest access to Synappx Cloud Print by garry.knott@esbc1.onmicrosoft.com.
To print files at your host premises, please upload your documents to the Synappx Cloud Print Portal here:
https://qa-guestprint.synappx.sharp.eu?id=4EA89A9E-A197-48DC-B109-3A8E5337F3D9
To release your prints at the printer, please use the following PIN to login:

13641
The link and PIN will be enabled for the next 7 days from the reception of this email on 27/02/2025 11:36.

After that time, all contents uploaded will be deleted.

For additional help, visit our Support Site or contact your Sharp reseller.




Step 2: Sending Files to be printed
The guest must use the link included in the “Welcome” email to access the SCP upload page

First the Guest will receive a Terms & Conditions page, they must click [Agree]

Terms & Conditions of Use - for Synappx™

EFFECTIVE: 25/04/2023

The following Synappx™ Terms of Use, as well as the Synappx Privacy Policy incorporated herein by reference (collectively, the "Agreement”), is between Sharp Corporation ("Sharp”) and

Customer. This Agreement governs access to and use of the Synappx Go, nappx Admin Portal and related Documentation; the term “Services” shall mean the Synappx Services, Specific

rvices and all related Documentation which may be proprietary to Sharp andjor third party service providers (‘Third Party Service Providers”) and which are accessible via the

Use of the Services is intended for organizations ("Customer”) and their End User(s). The term "End User(

and its variations shall mean anyone accessing services provided by Synappx Service an

may include, but is not limited to, Customer’s employees, representatives, contractors, agents or any other individual using or accessing the Sery

es under a Customer Account and authorized by th{

Customer to use the Services. All references to the term fer to Customer's authorized Administrator(s) and any of its End Users, whether individually or collectively

Prior to any use and before access is granted to the Customer, the authorized Administrator(s) for the Customer must agree to this Agreement on behalf of Customer. By clicking "Agree”, you, th{

Administrator, represent and warrant that: 1) you have been designated by the Customer as an “Administrator” and are entitled to all rights and privileges afforded to those in the Administrator ol

(more fully described bel

: 2) you have authority to bind the Customer to this Agreement. If you have not been designated as an Administrator for Customer or do not have the auth stef

above, you may not click “Agree”, and Customer may not use or access the Services. Upon clicking “Agree”, Customer shall have the right to use and access the Services subject to the terms set oy

herein

There may be other specifi ware Services”

tware services ("Spec accessible within or through the Synappx Admin Services that allow Customer to perform certain functions or usj

additional services and feat viders. Customer understands th

at use and/or access t

es; these Specific Software Services are proprietary to Sharp

these Specifi

Software Services may require Customer, Administrator(s) and/or End Users to agree to additional terms and conditions applicable to the use of and/or access to the Specific Software Service]

("Additional Terms”). If Customer, Administrator(s) and/or End Users do not agree to such terms or do not have authority to agree to such Additional Terms, those Specific Sof

vare Services may no

be used or accessed by Customer, Administrator(s) and/or End Users, as applicable. In the event of any inconsistency between this Agreement and Additional Terms, the Additional Terms shal
control but only for that Specific Software Service.
A. Definitions

In addition to all defined terms set out above, the following definitions apply to this Agreement

1. Customer Account: Refers to all accounts under or assigned to a Customer. This includes all applicable Administrator Accounts as well as any Services licensed to and information, datg

associated witl

tomer, Administrator(s) and its End Users

Then click on [Getting Started] — this will auto direct after 10 seconds

SYNAPPX"

Welcome to Synappx Cloud Print

Your section |D: 4EAS9A9E-A197-48DC-B109-3A8E5337F3D9
You will be redirected in 2 seconds. .

Click the button below to enter the guest printing files upload if not redirected automatically

Getting Started




The guest is then able to upload files. Click [Upload]

Synappx Cloud Print

Guest Print
c
File Name

Files can be dragged into the [Upload] area or selected via the [Select Files] button

File Upload

Only .txt,.doc,.docx,.ppt,.pptx,.pdf under 40MB are accepted. You can upload 20 more files.

O

Drag and drop your files here

The guest user can upload up to 20 files, each up to a maximum file size of 40MB and of the
following file types: .txt, .doc, .docx, .ppt, .pptx, .pdf



In this example, three files have been selected for printing, these are shown before uploading

File Upload

Only .txt,.doc,.docx,.ppt,.pptx,.pdf under 40MB are accepted. You can upload 20 more files.

&

Drag and drop your files here

or

Files to be uploaded:

» PDF_Test_Sheet.pdf (0.016 MB)
* PowerPoint_Test_Sheet.pptx (0.033 MB)
» Word_Test_Print.docx (0.013 MB)

Now click [Upload]

Guest Print

D -

File Name
PDF_Test_Sheet.pdf (]
PowerPoint_Test_Sheet. pptx B
Word_Test_Print.docx (]

The guest can now see the uploaded files and is able to delete them if required



Step 3: Printing Files
Go to the Synappx Cloud Print enabled MFP

Enter the 5-digit PIN code that was provided in the Guest Print welcome email

- 04:03 PM
SYNAPPX @ 31062025

Login with Your Mobile Device 1 2 3
3FV928
4 5 6
> 7 8 9
Swipe your Card to Login
® 0 &
4 Login with Email
SHARP

Click [Login] and you will be logged in as your email username, from where you are able to view and
print your uploaded files

Print jobs can be printed with additional print options, but you cannot delete print jobs via the MFP

SYNAPPX" Queue 31%1(:30/%32% 6
2 Sync
Name Submitted Finishing Copies
o Invoice_April2025.pdf . "
13 Pages 2 mins ago @ 5 g
Queue

Roadmap_product.xlsx

s ammae 308 OO
ge;:ggls-\greemenl.docx 1 hour ago @ Ob 9 @ m @
t;ngz;eeting Proposal.pdf 2 days ago B YK @ E] @
;e:;gef\ieeﬁng Notes.docx 1 month ago @ Qb @ D @

< D

1-50f 5




In the example below, the PDF and PowerPoint test prints were deleted from the Guest Print Upload
page

Guest Print

D -

Word_Test_Print.docx [ ]
The MFP screen reflects the changes
SYNAPPX" Queue 31%&330% @
) sync
Name Submitted Finishing Copies
- Word Test Print.docx s
13 Pages Aminsage B @ [I] @
Queue
1-50f 5 < B2

If not deleted manually, print jobs will be automatically deleted after the selected session time set
by the administrator of 7, 14 or 21 days



Guest Print Security Information

With the Synappx Cloud Print Guest Print feature, a temporary private storage area is created for
your guest. Your guest is only allowed to upload printable documents like PDF, Word, PowerPoint,
etc (see Guest Print requirements), and are not allowed to download from this storage are. All files
in the guest storage area are only able to be sent to the Sharp multifunctional printer.

As an extra level of security, Sharp offers a Bitdefender license option for our multifunctional
printers which scans documents in real time to detect malware or malicious code. Please ask your
Sharp sales representative about the Security Kit

Additional security is provided by controlling session expiry, after which files are deleted
automatically. This is controlled by the customer through the Synappx Cloud Print Administrator
Portal (see Guest Print configuration).

When implementing Guest Print it is recommended to follow usual best security practices for the
dedicated email account.

Recommendations:
Email Gateway & Firewall Protection

e Deploy a Dedicated Email Security Gateway:
Use a solution that sits between the internet and your email server. It can inspect incoming
traffic, filter out suspicious emails, and block IPs known for malicious activity.

e Network-Level DDoS Protection:
Utilise firewalls and intrusion prevention systems that can detect and mitigate volumetric
attacks before they reach your email infrastructure.

Rate Limiting & Throttling

e Configure Rate Limits:
Set limits on the number of incoming connections or emails accepted per IP address or
sender within a given time frame.

o For Exchange/Outlook: Adjust settings in your Receive Connectors to limit the
number of messages per connection.

e Throttling Policies:
Implement policies that slow down email processing if a sudden spike in traffic is detected,
preventing system overload.

Connection Filtering & Reputation Management

¢ IP Reputation Services:
Integrate tools that assess the reputation of sending IP addresses. Block or challenge emails
from sources with a poor reputation.



e Blacklisting:
Automatically block IP addresses or domains that are known for sending excessive or
malicious emails.

Cloud-Based DDoS Mitigation

e Leverage Cloud Services:
Many cloud providers offer DDoS protection that can help absorb and mitigate large-scale
email floods.

e Load Balancing:
Distribute incoming email traffic across multiple servers to prevent any single server from
being overwhelmed.

Please also refer to documentation from Microsoft:
Limiting application permissions to specific Exchange Online mailboxes

https://learn.microsoft.com/en-us/graph/auth-limit-mailbox-access



https://learn.microsoft.com/en-us/graph/auth-limit-mailbox-access

Addendum D — 3" Party Printer Support

Introduction

3" Party Printer Support extends the scope of devices that can be managed by Synappx Cloud Print
for the following functions:

o Discovery
e Llicensing
e Printing

e Accounting

Printing via 3" Party Printer Support uses Internet Printing Protocol, (IPP), creating a base for future
development leveraging modern printing standards

Note: 3" Party Printer Support does not include an ‘embedded’ application on the device and does
not support ‘print release’ or the mobile app

How it works
The 3 party printer is discovered and activated via the Admin Portal

The Synappx PC Client is configured to allow 3™ Party Printing, the target printer is available is
available in a drop-down list

A new print driver is installed on the client PC that uses the most compatible print driver, (Microsoft
IPP Class Driver), which sends print jobs to the local Synappx PC Client on port 57200

The print job received by the Synappx PC Client is sent directly to the selected 3™ party printer and
will print immediately

The Admin Portal will record the printed job

Pre-Requisites
3™ Party Printers must support SNMP v1.0 or later and IPP Printing

Microsoft Windows 10 or 11 fully updated



Printer discovery and activation
The following steps are required for printer discovery and activation:

e Ensure that the PC-client is up and running and you are logged in to it as an administrator
e Discover the printer using MFP discovery feature available on the Devices page of the Admin
Portal

3" Party Printers will show as [Others]

Devices

o Activate device(s) Deactivate device(s)

Device Type IP Address

O
g
g
&

Aficio MP C305

O compcams OTHERS 192.168.15.192 Ow
O 3‘;2{22; ;t? peDese OTHERS 192.168.5.91 Ow
O E::::;pcgf ::m OTHERS 192.168.0.42 O
O 05;310;137499 oF OTHERS 192.168.15.104 Ow
e Verify that the printer you require is listed on the Devices page
O ?,TET%TEEDW& OTHERS 192.168.5.91 O 10/07/2025 10:35:26 N |

Once the printer is listed, (as shown above), select it using the check box and activate it

Once activated the “activation key” will show as green



Printer Driver Installation for 3™ Party Printer

The following steps are required to setup an IPP printer driver

Step 1: Add a printer

From [Devices and Printers] click on [Add a printer]

Wait a few seconds — then click [The printer that | want isn’t listed]
Select [Add a local printer or network printer with manual settings]

Click [Next]

From [Choose a Printer Port] select [Create a New Port] — Select [Standard TCP/IP Port]
In [Hostname or IP Address] type 127.0.0.1
In [Port Name] you can use anything suitable, in this example we have used [IPP Print]

Untick [Query the printer and automatically select the driver to use]

Type a printer hostname or IP address

Device bype: TCP/IP Device
Hostnarme or IP address: [127.00.1
Port narme: IPP Prind

[] Query the printer and automatically select the driver to use

Autodetect detects WD and TCPAP printers.
To search for IPP printers, pleaze select PP from the drop-down box

Cancel

Click [Next]

The setup will take a short while detecting the TCP/IP Port



When prompted for “Additional Information Required”

Device Type
Select [Custom] and then click [Settings] () Standard ~ Genernic Network Ca
(®) Custom Settings...

Configure Standard TCP/IP Port Monitor

Port Settings

Protocol = Raw Port Name: ‘ IPE Print

Port Number = 57200 Printer Marne or P Address: | 127.0.0.1
Protocaol
" Raw  LPR

Raw Settings

Port Number: ]5?2&1

Click [Next] and [Next] again until you see the [Install Printer Drivers] page

For Printer Driver

Manufacturer - select [Generic ]
Printers - select [Generic / MS Publisher Imagesetter]

Install the printer driver
- Choose your printer fram the list. Click Windows Update to see more models,
=
To install the driver from an installation CD, click Hawe Disk.
Marnufacturer Printers
Genernc o Generic IBM Graphics Spin
Microsoft & Generic IBM Graphics 9pin wide
SHARP o MS Publisher Colar Printer
o M3 Publisher Imagesetter

Click [Next]



Name the Printer Driver — as an example “SCP Virtual IPP Printer”

Click [Next]

For sharing select [Not Shared]
Click Finish 9‘“
You will now have installed the IPP Printer Driver

SCP Virtual IPP
Printer

If the driver you installed is [MS Publisher Imagesetter], please continue with the next steps
Right click the new printer driver and select [Properties]
From the [Properties] tab, select [Advanced]

In the [Driver] dropdown menu — select “Microsoft IPP Class Driver”

™% |PP Test Printer Properties x

General Sharing Ports Advanced Colour Management Secury

(®) Always available
O Available from ~ Z

Priority: K =

Driver: Microsoft IPP Class Driver

Microsoft IPP Class Driver
Microsoft Print To PDF
Microsoft Software Printer Driver

(® Spool print

O Start pi Microsoft XPS Document Writer v4
MS Publisher Imagesetter
(®) Start pi Remote Desktop Easy Print
Send To Microsoft OneNote 2010 Driver
Print direci SHARP BP-50C26 PCLG
|SHARP BP-50C31 PCLE
O Held mient *HARP UD3 PCLE

[ Print spooled documents first
[JKeep printed documents

Enable advanced printing features

Printing Defaults... Print Processor... Separator Page...

You are now ready to setup the PC Client to print to the 3™ Party Printer



PC Client
Open the PC Client and go to the [Settings] page
Tick the box named [Use 3™ party printers]

From the dropdown [Third party printer] select the device that you discovered and activated

© synappx Cloud Print - O X

= 2ty : Garmry Knott 3
Syn ( C - 2025-07-15 7 ;
Synappx Cloud Print 1.6.0 - Build 2025-07-1 (unydnotiesbc) ommicrosit con) Sign Out

Printer
Settings

[ Use third party printers

Third party printer Brother: MFC-B950DW (192.168.5.91) "

Save & Restart

Click [Save & Restart]

The PC Client will restart, and you are ready to print to your 3™ party printer by printing to the driver
you installed earlier, (SCP Virtual IPP Printer).



To print to the 3 Party Printer

From your application select to print

Select the IPP Printer you setup earlier ® Print x
General
Se|ECt [Prlnt] Select Printer

8 SCP Virtual IPP Printer
The print job will now be sent to the 3™ party

printer via Synappx Cloud Print PC Client

Shabus: Ready CPrirttofle  Preferences
Locatior:
Comment Find Printer....
Page Range
O] Murnber of copies: |1 +
Selecton Curent Page

() Pages: [1 Collate

Bl oo ; 231 123
Enter ither a single page number or & singhs 1 1}

page tange. For example, 512

[Fm ] oo

Once printed, the print job will be displayed under [History] in the Admin Portal

Date/Time
15/07/2025 09:58:56 Garry Knott print-1752569966029 MFC-8950DW PRINT SUBMITTED
15/07/2025 09:48:16 Garry Knott print-1752569326856 MFC-8950DW PRINT SUBMITTED

Please note, you are still able to have your reqular Synappx Cloud Print driver available for printing
held print jobs to your group 1 and group 2 devices.

© Synappx Cloud Print

Garmry Knott

AYSMEER £t Fin: Lol = el 4 (garry knott@esbc1.onmicrosoft.com)

Sign Out

SHARP BP-50C31 PCL6

Use third party printers

Thicd pacty prinkie Brother: MFC-8050DW (192.168.5.91) v




Adding Non-compliant Group 1 and Group 2 Sharp Devices as 3" Party Printers

Sharp devices that are not supported by via Group 1 or Group 2 type devices can also be added by
Synappx Cloud Print to be used as 3™ Party Printers

Any Sharp device that needs to be added must support SNMP v1.0 or later and IPP Printing

The Sharp device must be discovered and activated in the Admin Portal

In the Admin Portal — [Devices] — select the device you wish to print to

Click the pencil [Edit] icon ﬂ
,\

Under [Details] you need to make two changes Detalls options
° Cha nge [Device Type] to [Others] The following section contains all relevant details for this device.
. Device Type IP Address
L] Add the device MAC Address OTHERS ~ | 19216815146
Device Alias
X ET788C77514BC7
Click [Save]

Machine ID
701941040LG7M

MAC Address
78:8C:77:51:4B:C7

Model
MX-B427W

Once done the device will become available in the dropdown menu for 3™ party printers

Use third party printers

Third party printer Brother: MFC-8950DW (192.168.5.91) v

Brother: MFC-89300W (192.168.5.91)

-: Develop C3350i (192.168.0.42)
MX-B42TW (192.168.15.146)
: serlet MFP M4TTidn (192.168.5.90)




Addendum E — Red Firmware Upgrade

The Radio Equipment Directive, (RED), means that from August 1% 2025 all new devices and any
firmware upgrades within the European Union will apply much tighter security. This complies with
RED in that any device with radio, (WIFI), potential is designed and manufactured to avoid interference
with other devices and to protect users and networks.

Some of the updated [default settings] may cause OSA Applications to fail until those settings are
updated.

Potential Issue 1

The device has moved into Ad Hoc Authentication Mode

Admin Login G) System Info.

Moved to ad hoc authentication mode, as access
to the accounting server not allowed. The
machine can be used. But please contact your

administrator.
Login Nam

Password

Auth

This is caused by the setting:

[System Settings] — [Authentication Settings] — [Default Settings] — [Enable Offline Authentication
with stored User Information]

This setting is enabled by default, please disable it by unchecking the tickbox

Enable Offline Authentication with stored User Information

**Please be aware that the setting [Enable Offline Authentication] is only available when [User
Authentication] is enabled**

Reboot the device



Potential Issue 2

Once rebooted, you may see the following screen:

Could not access the accounting server. Contact
your administrator.

This is caused by the following setting:

[System Settings] — [Security Settings] — [SSL/TLS Settings] — [Verify Signature of Server Certificate of
the Other Party]

This setting is enabled by default, please disable it by unchecking the tickbox

Verify Signature of Server Certificate of the Other Party

Reboot the device



Potential Issue 3

A Certificate error occurred. This could be caused when a card reader is attached and set to - [Use IC
Card for Authentication]

@ System Info.

ﬁ B Sharp OSA 858 Admin Login =

Certificate error occurred.

Please check the signer of the certificate.

(-10202)
https://192.168.64.41:58181/Kayleigh/netfront/login.jsp;jsessionid=DF8F
OFAD9E3BB0O65EB029D7DEAC1I337F?

UlSessionId=5N3300023Y00UI028244725&Deviceld=SN3300023Y00MN
SHARP+BP-C533WR

Disable the following setting:

[System Settings] — [Authentication Settings] — “Cache Authentication Information for External
Service Connect”

Disable this setting and reboot the device

Cache Authentication Information for External Service Connect




Potential Issue 4

You cannot print a held job from Synappx Cloud Print

This is caused by the following setting:
[System Settings] — [Security Settings] — [Port Control] — [Raw Print]

This setting is disabled by default, set it to Enable

Raw Print: Enable ~ Port Number: 9100 (0-65535)

Pull printing will now work as expected

Potential Issue 5
Any Synappx Cloud Print page shows as a blank page on the device

If any Standard OSA Application is displaying a blank screen when called, then the following settings
need to be changed

[System Settings] — [Security Settings] — [Port Control] — [Sharp OSA (Extended Platform)]

Depending on the Application, you may need to change HTTP or HTTPS to Enable

Sharp OSA(Extended Platform):

HTTP: Enable ¥ Port Number: 10080 (0-65535)

HTTPS: Enable v Port Number: 10443 (0-65535)

Standard Applications will now display as expected

It is also advisable to upgrade to the latest version of RED firmware as soon as it becomes
available



Addendum F — PC Client deployment using MSiI file

The PC Client can be deployed to client PC’s using the application MSI file. The installation takes care
of PC Client installation, driver installation and Windows configuration in one step.

The MSI can be installed manually or deployed using Group Policy or other bulk deployment
methods including Microsoft Intune.

Start the MSl installer

8 Synappx Cloud Print MS Installer Setup X

T—

Welcome to Synappx Cloud
Print MSI Installer Setup
Wizard

The Setup Wizard will install Synappx Cloud Print MSI Installer
on your computer.  Click Next to continue or Cancel to exit the
Setup Wizard.

Hext > Cancel

Accept the terms and conditions

8 Synappx Cloud Print MS! Installer Setup — X

File Location and License Terms

Synappx Cloud Print MSI Installer will be installed on your computer. To install to & different
location, enter it below or click "Browse”.

C:\Program Files\Sherp Electronics Europe Ltd\Synappx Cloud Frint MS] Browse...

You must agree to the Licenses terms and conditions before you can install the Synappx Cloud
Print M1 Installer.

Iagree to the License terms and conditions.

Advanced Installer

< Back Next > Cancel

Click ‘install’

8 Synappx Cloud Print MSI Installer Setup. *

Ready to Install
The Setup Wizard is ready to begin the Synappx Cloud Print MS1 Installer installation %c

Click Install to begin the installation. If you want to review or change any of your installation
settings, dick Back. Click Cancel to exit the wizard.

Advanced Installer

< Back Wmsal | cancel

Note:

The package will install a ‘standard’ UDL3 printer driver, compatible with both Intel and ARM
processors

To deploy a customised driver, copy the driver file to c:\drivers on each users PC. This can be done
manually or using Group Policy or bulk deployment tools.



sharp.eu SHARP
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